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Foreword 

Despite the end of the Cold War, the threat posed to the United States by weapons of 
mass destruction has actually increased. Biological weapons are perhaps the most serious 
threat that will face our atmed forces-and our nation-in the near future. These 
weapons are comparatively easy and cheap to make-anyone who can brew beer can 
create rudimentary biological weapons. They are also potentially quite lethal and could 
have effects far beyond those of nuclear weapons. The combination of ease, low cost and 
high payoff has made biological weapons increasingly attractive to rogue states and such 
transnational entities as terrorist organizations and other fringe groups. With the 
advances made in genetic engineering and biological sciences, more effective weapons 
can be made by industrial states that may wish to challenge us. 

This paper examines the history, role and threat of biological weapons, and the status 
of the United States' defensive biological warfare capability. The comparison of present 
and future threats and current and anticipated defensive capabilities call into question 
whether the United States is as prepared as we should be for this threat. Although the 
advances in physical and medical defenses have made America more prepared than ever 
before, serious sh011falls and weaknesses still exist. Most troubling of all is the 
vulnerability of the American homeland and populace to biological attack, by either a 
state or ten·orists. 

This paper is an extremely valuable primer on the biological warfare threat facing the 
United States. It will also make an imp011ant contribution to the debate on how to 
stmcture our military and civil defenses in this new age of weapons of mass destmction. 
The biological threat is not one of "if' but rather, "when." Sometime in the new century, 
our Atmy and our nation will face an enemy armed with biological weapons and the will 
to use them. This paper is a call for preparing to meet that threat and face that enemy 
with all the necessary equipment, training and capabilities to protect American citizens 
both in and out of uniform. 

October 1999 

"'�� 
GORDON R. SULLIVAN 
General, U.S. Atmy Retired 
President 
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Biological Warfare: 

Are U.S. Armed Forces Ready? 

The one thing that scares me to death, perhaps even more so than tactical 
mtclear weapons, and the one that we have the least capability against is 
biological weapons.' 

General Colin Powell, Chairman, Joint Chiefs of Staff, 1993 

Introduction 

Despite the 20th century's astronomical advances in medical technology, biological 
warfare (BW) poses extremely difficult and seemingly insurmountable problems for 
operational commanders. For many years the United States Army persisted in putting 
BW (more so than chemical or nuclear weapons readiness and training) in the "too-hard
to-do box" because commanders and intelligence advisors perceived that the tlu·eat of use 
was miniscule compared to the effort required to defend against it. According to most 
intelligence agencies, few states or ten·orist groups actually possessed weaponized 
biological agents and the conspicuous absence of lmown use fmther led intelligence 
analysts to the mistaken perception of enemy reluctance to engage in biological warfare. 

The most recent disclosure of limited biological weapons usage and Iraq's potential 
BW use during the Gulf War has given impetus to a number of defensive measures. 
Revelations of the U.S. vulnerabilities raised public awareness and support for better 
prophylactic and treatment measures. Great advances have occmTed in the medical 
response areas, keeping pace with the advancing threat. However, tactical and operational 
methods for rapid, reliable standoff detection, identification, waming and reporting 
procedures remain a problem today and are only beginning to be properly addressed by 
the Department of Defense (DoD). 

In recent years, these estimates have been conected. Nations such as China, Egypt, 
Israel, Iran, Iraq, Libya, Nmth Korea, Russia, Syria and Taiwan, as well as non-state 
organizations s·uch as the Japanese cult Awn Shinrikyo, and the American cult 
Rajneeshee, have demonstrated a strong interest in BW weapons by their possession of 
BW research and development? Some have even presented an existing weaponized BW 
capability and have used biological attacks in limited actions.3 

In the last decade, the United Nations Special Commission (UNSCOM) and media 
reports exposed Iraq's BW development program, heightening fears of the effects of 
modem biological weapons. Newsmaking discoveries in microbiology and genetic 
engineering have increased the general public's understanding of the implications of 
ungovemed biotechnology. General Powell's concems are now being echoed around the 
world. Scenarios which aren't being reported by the news are cropping up in the 
entertainment media. Books and movies by the score are perpetuating the fears of 
terrorist and catastrophic weapons of mass destruction (WMD) consequences. Fear may 



be good if it shakes the complacency into action; BW can be defeated, but only if 
confronted. Though accredited to advanced teclmology, the threat is not new. Milita1y 
exploitation of living organisms to cause enemy casualties is as old as warfare itself. 

From biblical times, water holes have been poisoned, infected corpses fired across 
enemy lines, and diseased prisoners returned to infect their colleagues. More recently, in 
the 191h centmy, unscrupulous traders distributed blankets contaminated with smallpox 
amongst the American Indians. Decimated by epidemics against which they had no 
immunity, the Native Americans were easy prey for their conquerors.4 In the 201h centmy, 
both science and technology allow the development of new BW agents in the laborat01y. 

Today, scientists can engineer organisms to exhibit specific traits and resistant 
characteristics. Additionally, organisms have been mutated to give more specific, more 
intense, and quicker pathogenic effects. They have even been modified to survive longer 
and take advantage of different vectors or natural carrier organisms such as rats, fleas, 
ticks, mosquitoes, birds, and even beef, poulhy and fish. They have also been modified to 
target specific ethnic groups.5 

There have also been natural changes in diseases which affect mankind, some caused 
by mutations in viruses and others which allow them to cross the species banier from 
animals to man. The cross-species transfer has been helped by some appalling errors 
made by man himself. The advent of bovine spongiform encephalopathy (BSE), or "mad 
cow disease" in cattle and the resultant potential for an epidemic of the human variant, 
Kreutzfeldt-Jacob Disease, is one example.6 Other diseases, such as Human Inmmno
deficiency Virus (HIV) and escherichia coli (E Coli), have jumped the gap for other 
reasons or have come to prominence as a result of lifestyle and culture. The emergence of 
Ebola virus and the extremely rapid tissue deterioration caused by Necrotising Fasciitis, 
or t1esh-eating bacteria, have also focused the world's attention on the microbiologist for 
answers to the ways these diseases are transmitted and acquired and ultimately for ways 
to gain protection from their virulence. 

Biological agents may have escaped from otTensive research facilities and, even 
worse, they have been the subjects of clandestine trials among the general public. For 
example, in April 1979 at the Soviet Biological Research Facility located in Sverdlovsk, 
Russia, an accidental release of trace amounts of antlu·ax spore aerosol resulted in the 
cumulative deaths of over 800 residents of the local community.7 

The BW hazard remains a strategic threat today. U.S. military leaders' seriousness in 
combating the biological warfare threat was demonstrated by the fact that the highest
priority targets for the air campaign of Operation Desett Storm included suspected Iraqi 
biological weapon storage sites.s The 1990-9 1 Gulf War was a sobering experience for 
many in the U.S. milita1y, and for the public at large, because for the first time in recent 
history, we came face to face with a very real large-scale BW threat. It was confinned 
after the war, from both Iraq's declarations and UNSCOM's inspection results, that 
Saddam Hussein possessed weaponized biological agents and the means to deliver them.9 

Though the United States deployed with a moderate chemical defense capability, it 
found itself poorly prepared for the BW threat.10 The United States had a very limited and 
immature BW detection capability and immunity program. The United States militaty 
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conducted a last-minute effort in the field to immunize most of the forward ground forces 
against two agents that were among the most likely. Just before the ground war initiated, 
approximately 150,000 soldiers already deployed to Saudi Arabia received a licensed 
vaccine against anthrax, and 8,000 soldiers received an unlicensed, experimental vaccine 
against botulism toxin.11 

This monograph i l lustrates the historical significance of biological warfare (BW), the 
current and near-te1m status of the BW threat, and the United States' current and near
term level of defense readiness to counter this threat. It then compares the tlu·eat to the 
level of defense readiness to assess whether the defense readiness is adequate to meet the 
cunent tlu·eat. It then concludes with the near- and long-term actions the United States is 
implementing and needs to implement to correct the shortfalls. 

Biological Warfare Defined 

Biological warfare is the deliberate spreading of disease amongst humans, animals, 
and plants.12 Diseases are caused when small numbers of hannful living microorganisms 
enter into the target population. Significantly different from the immediate effects 
experienced with chemical warfare, BW weapons develop over extended periods of time. 
These microorganisms multiply in the host during an incubation period of merely days 
before the symptoms of the disease become apparent. In some cases, microorganisms 
produce toxins, which produce results similar to a chemical attack. In other cases, they 
mutate and attack the host's l ife suppott system. Depending upon the biological agent 
unleashed, the resulting disease causes either incapacitation or death of the target 
population (see figure 1). 

The more typical microbes affect the host within two to foUiteen days. This time-to
effect factor can be regarded as both a disadvantage and an advantage. While the absence 
of an immediate effect detracts from the engagement, a delayed effect can be 
advantageously used against targets such as airbases, ports, naval task forces, troop 
assembly areas and logistic concentrations since it will, nonetheless, contribute to the 
outcome of the battle or campaign. The delayed effect of a biological agent makes 
attribution difficult, especially where an endemic disease is used, making retaliation more 
difficult or ineffective. In other words, a biological attack can be launched silently and 
invisibly, giving the attacker plenty of time to escape undetected and unchallenged. Days 
may elapse before an attack is discovered; by then, countenneasures are too late. The 
following figures list the biological warfare general categories, most common agents, 
average rates of action, effective doses, and symptoms and effects. 

Note that not all of these agents cause death. It is just as effective to make soldiers sick 
as to kill them, more so since lingering illness inflicts more strain on medical resources. 

The potential impact of biological weapons is well illustrated by a World Health 
Organization publication from 1970.13 It estimated that fifty kilograms of aerosolized B. 
antlu·acis spores, dispensed by a line source 2 kilometers upwind of a population center of 
500,000 unprotected people in ideal meteorological conditions, would travel greater than 
20 kilometers downwind and kill up to 220,000 people, or nearly half of the people in the 
path of the biological cloud.14 If F .  tularensis were dispensed under the same conditions, 
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Type of Length of Effective Symptoms/ 
Agent Name of Agent Incubation Illness Dosage Effects 

Bacteria Bacillus Anthracis 1 to 6 days 3 to 5 days 10,000 spores Fever and fatigue; 
or less often followed by 

(causes anthrax) slight improvement, 
then abrupt onset of 
severe respiratory 
problems; shock; 
pneumonia and death 
within 2-3 days 

Yersiniapestis 2 to 10 1 to 2 days 100 to 20,000 Malaise, high fever, 
days organisms tender lymph nodes; 

(causes bubonic can lead to 
plague) hemorrhage, 

circulatory failure and 
death 

Brucella suis 1 to 3 Days 1,300 Fever and chills, 
weeks organisms headache, loss of 

(causes appetite, mental 
brucellosis) depression, extreme 

fatigue, aching joints 
and sweating 

Pasteurella 3 to 5 days 30% to 60% 10 to 50 General pain, an 
tularensis of victims organisms irritant, cough, feeling 

die within of general illness 
(causes 30 days 
tularemia) 

Rickettsiae Coxiella burnelii 10 to 20 2 days to 2 10 or fewer Pneumonia, cough, 
days weeks organisms chest pain 

(causes Q-fever) 
Viruses Venezuelan 1 to 5 days Days to 25 infectious Fever, chills, 

equine weeks units gastrointestinal 
encephalitis hemorrhage, severe 

headache, nausea, 
vomiting, delirium; can 
lead to coma, shock 
and death 

Toxins Saxitoxin Time to Fatal after 150 Dizziness, paralysis of 
effect: inhalation of micrograms muscles of respiration; 
minutes to lethal dose death within minutes 
hours 

Botulinum Toxin Time to 24 to 72 70 nanograms Weakness, dizziness, 
effect: hours dry throat and mouth, 
hours to blurred vision, 
days progressive weakness 

of muscles; abrupt 
respiratory failure may 
cause death 

Ricin Time to Days 200 Rapid onset of nausea, 
effect: micrograms vomiting, severe 
hours cramps, vascular 

collapse; can start 
with nonspecific 
symptoms of 
weakness, fever and 
cough 

Staphylococcus Time to 4 to 6 days 2,000 Severe nausea, 
Enterotoxin B effect: a micrograms diarrhea and vomiting 

few hours 

Fig. 1. Characteristics and Symptoms of Some Antihuman Biological Agents1 5  
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the number of dead or incapacitated is estimated to be about 155,000.16 Thus, if properly 
employed as offensive weapons, cettain biological organisms could truly be weapons o f  
mass destruction. 

Diseases produced by the offensive use of biological agents against U.S. forces could 
be lethal and/or disabling. From a military standpoint, incapacitation of a high percentage 
of friendly forces may be as operationally significant as effects caused by more lethal 
agents. Examples of lethal agents include Bacillus anthracis, botulinum toxin and 
Francisella tularensis, while incapacitating agents include SEB and Coxiella bumetii. 
Person-to-person spread could be important for some agents, such as smallpox and 
pneumonic plague, and local disease cycles might occur if a competent vector for a 
bacterium or virus is present in the enviromnent (such as fleas for Y. pestis and certain 
mosquitoes for an arboviral encephalitis such as Venezuelan equine encephalitis).17 

In addition, the effects of a biological attack will vary from individual to individual 
across a large population. On an individual level, a person's response to a particular B W  
agent will depend upon the concentration o f  the agent and the extent o f  his exposure. His 
response will also depend upon his natural resistance to the agent and whether he has 
been vaccinated, if there is a vaccine available. 

Historical Usage. The use of biological weapons and efforts to make them more useful 
as weapons in waging war have been recorded numerous times in history. Two of the 
earliest recorded uses OCCUlTed in the 16'h century BC, when the Assyrians poisoned 
enemy wells with rye ergot (a toxic tungus found on rye plants), and Solon used the 
purgative herb hellebore to cause severe abdominal distress in his victims during the 
siege of Krissa. Later, in 1 346, a plague broke out in the Tat1ar anny during its siege of 
Kaffa (present-day Feodossia, Ukraine). The attackers hurled the corpses of those who 
died over the city walls. The plague epidemic that followed in the city forced the 
defenders to sunender. Historians speculate that some infected people who left Kaffa 
may have started the Black Death pandemic, which spread tlu·oughout Europe.18 Almost 
400 years later, in 1 7 1 0, Russian troops used the same plague-infected corpse tactic 
against Sweden. 19 

On several occasions, smallpox was used as a biological weapon. The Spanish 
conquistador Francisco Pizarro deliberately presented South American natives with 
variola-contaminated clothing in the 1 5th century. The English did the same in the last 
half of the 1 6th century when Sir Jeffery Amherst provided Indians loyal to the French 
with smallpox-laden blankets during the French and Indian War. Consequently, Native 
Americans defending Fort Carillon (also known as Fort Ticonderoga, just not1h of what is 
now Albany, New York) sustained epidemic casualties. The disease made it easier for the 
naturally resistant English to conquer the fott.20 

In this century, during World War I, German agents inoculated horses and cattle with 
glanders in the United States before the animals were shipped to France.21 In 1 937, Japan 
started an ambitious BW program, located 40 miles south of Harbin, Manchuria, in a 
laboratory complex code named "Unit 73 1 ." Studies directed by Japanese General Shiro 
Ishii continued there until 1 945, when the complex was leveled by incineration. A post
World War I I  investigation revealed that Japanese research focused on the usefulness and 
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effects of BW attacks on humans. They experimented using numerous microorganisms 
on prisoners of war. Slightly less than I ,000 human autopsies were carried out at Unit 
731, on victims exposed to aerosolized anthrax.�2 Many more prisoners and Chinese 
nationals may have died in this facility (some experts have estimated 10,000 people) as a 
result of this testing.23 In  1940, a plague epidemic in China and Manchuria followed 
reported overflights of Japanese planes dropping plague-infected fleas. By 1945, the 
Japanese program had stockpiled 400 kilograms of anthrax to be used in a specially 
designed fragmentation bomb.24 

In 1943, the United States began its research into the offensive use of biological 
agents. This work was stmted, interestingly enough, in response to a perceived German 
BW threat as opposed to a Japanese one. The United States conducted research and 
produced BW agents at Camp Detrick (now Fort Detrick), Maryland, Aberdeen Proving 
Ground, Maryland, and Dugway Proving Ground, Utah until 1969, when President Nixon 
issued an Executive Order stopping all offensive biological and toxin weapon research 
and production. Between May 197 1 and May 1972, all U.S. stockpiles of biological 
agents and munitions from the program were destroyed. Included among the destroyed 
agents were Bacillus anthracis, botulinum toxin, Francisella tularensis, Coxiella bumetii, 
Venezuelan equine encephalitis, Brucella suis, and Staphylococcal enterotoxin B .  The 
United States biological and medical defensive program, which started in 1953, is the 
only element of that previous BW program that continues today. It is now known as the 
United States Anny Medical Research Institute for Infectious Disease, or USAMRIID.25 

I n  1972, the United States and many other countries signed the Convention on the 
Prohibition of the Development, Production and Stockpiling of Bacteriological 
(Biological) and Toxin Weapons and on Their Destruction. This convention is now more 
commonly called the Biological Weapons Convention, or BWC. BWC prohibits the 
stockpiling of biological agents for offensive military purposes, and also forbids research 
into the "offensive" employment of biological agents. 

As a result of recent declarations and UN inspection results, explicit details about the BW 
programs of Iraq and Russia have been made public. Figures 3 and 4 illustrate the widespread 
offensive BW programs of Iraq and Russia (both sib•natories to the 1972 BWC). 

The former Soviet Union and the government of Iraq were both signatories to this 
accord, but continued to conduct research, development and production of offensive BW 
weapons. Despite this historic agreement among nations, biological warfare research 
continued to flourish i n  many countries hostile to the United States. Since the 
implementation o f  BWC, there have been several cases of suspected or actual use of 
biological weapons. Among the most notorious of these were the use of ricin as an 
assassination weapon in London in 197826 and the accidental release of anthrax at 
Sverdlovsk in 1979.27 

In 1978, a B ulgarian exile named Georgi Markov was attacked in London with a 
device disguised as an umbrella, which injected a tiny pellet filled with toxin into the 
subcutaneous tissue of his leg. Markov died several days later. An autopsy revealed the 
tiny pellet contained ricin, a toxin derived from the castor bean plant. The Bulgarian 
government was held responsible for the assassination. The technology to cany out the 
attack was supplied to the Bulgarians by the former Soviet Union.n 
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The threat of biological warfare has increased exponentially in the last two decades, 
with a number of countries working on offensive use of these agents. In an unrelated B W  
incident, i n  late April of 1 979, a n  incident occurred i n  Sverdlovsk (now Yekaterinburg) 
in the former Soviet Union. The incident was determined to be an accidental release of 
anthrax in aerosol fmm from the Soviet Military Compound 19,  a microbiology facility. 
Residents living downwind from this compound developed high fever and difficulty 
breathing, and a large number died. The final death toll was estimated to be approximately 
800. The Soviet Ministry of Health blamed the deaths on the consumption of contaminated 
meat, and for many years controversy raged in the United States and in international 
monitoring organizations over the actual cause of the outbreak. All evidence available to 
the United States government indicated a massive release of aerosolized anthrax. In the 
summer of 1 992, U.S .  intelligence officials were proven correct when the then new 
Russian President Boris Yeltsin acknowledged that the Sverdlovsk incident was in fact a 
large-scale accident involving the escape of an aerosol of antlu·ax spores from the 
military research facility. I n  1 994, a world-recognized U.S.  scientist named Dr. Matthew 
Meselson, from Harvard University, and his colleagues published an in-depth analysis of 
the Sverdlovsk incident.29 They had documented that all of the cases from the 1 979 
incident occurred within a narrow zone extending downwind in a southerly direction 
from Compound 1 9  and could only have resulted from a release of aerosol antlu·ax.30 

In August 1 99 1 ,  the first United Nations inspection of Iraq's biological warfare 
capabilities was conducted. On August 2, 1 9 9 1 ,  representatives of the Iraqi government 
announced to United Nations Special Commission Team 7 that they had conducted 
research into the o ffensive use of Bacillus anthracis, botulinum toxins, and Clostridium 
perfringens. 

·
This was the first open admission of biological weapons research by any 

country in recent memory, and it publicly verified many of the concerns of the U .S .  
intelligence community. Iraq had extensive research facilities a t  Salman Pale and other 
sites, many of which were destroyed during the war (see figure 2).31 

I n  1 995, further information on Iraq's offensive BW program was made available to 
United Nations inspectors. Iraq conducted research and development work on anthrax, 
botulinum toxins, Clostridium perfringens, aratoxins, wheat cover smut and ricin. Field 
trials were conducted with Bacillus subtilis (a simulant for anthrax), botulinum toxin, and 
aratoxin. Biological agents were tested in various ofiensive delivery systems, including 
rockets, aerial bombs and spray tanks. In December 1 990, the Iraqis tilled one hundred 
R400 bombs with botulinum toxin, fifty with anthrax, and sixteen with aratoxin. In 
addition, thirteen AI Hussein (SCUD) warheads were filled with botulinum toxin, ten 
with antlu·ax, and two with aratoxin. These weapons were prepositioned in January 
1 99 1  ,to four locations. Iraq produced 1 9,000 liters of concentrated botulinum toxin 
(nearly 10,000 liters filled into munitions), 8,500 liters of concentrated anthrax (6,500 
liters filled into munitions), and 2,200 liters of aratoxin ( I  ,580 l i ters filled into 
munitions).32 F011unately for the coalition forces, these were never launched. 

More recently, the Japanese Awn Shinrikyo group gained notoriety after their subway 
attack with the chemical agent Sarin in 1995. Investigators also found evidence of three 
prior attempts by the group to use anthrax and botulism toxin against the Japanese 
populace. Closer to home, recently disclosed evidence shows that,the Oregon commune, 
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1. Salman Pak - Researched anthrax, botulinum toxin, clostridium, perfringens, 
mycotoxins, aflatoxins, and ricin. 2. AI Hakam - Primary biological agent production 
facility. Concentrated on anthrax botulinum toxin. 3. Daura Foot and Mouth Disease 
Vaccine Facility (AI Manal) - Produced botulinum toxin. Conducted research on viral 
agents. 4. The Agricultural and Water Resources Research Center at Fudaliyah (AI 
Safa) -Produced aflatoxin. 5. Taji Single Cell Protein Plant- Produced botulinum toxin. 
6. Muthanna State Establishment - Primary chemical weapons research, development 
and production facility. Also served as initial BW facility, with early investigations of 
anthrax, botulinum toxin, aflatoxin and ricin. 7. Fallujah I - Intended to be precursor 
production facility. Under construction at time of Gulf War. Locations 8, 9 and 10 are 
Chemical Weapons Sites. 

Fig. 2 .  Map of Iraq's Chemical and Biological Weapons Sites33 



Rajneeshee, poisoned salad bars with Salmonella organisms in 1984 in an attempt to 
influence local elections. None of the above incidents were detected or anticipated by 
national or international intelligence agencies before they were can·ied out.34 

Russia now largely controls the extensive program of the former Soviet Union. (See 
figure 3 . )  Russian President Boris Yeltsin has stated that he will put an end to fmther 
offensive biological research; however, the degree to which the program has been scaled 
back, if any, is not known. There is intense concern in the West about the possibility of 
proliferation or enhancement of offensive programs in countries hostile to the Westem 
democracies, due to potential escape of technology from the former Soviet Union.35 
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Fig. 3 .  Major Facilities of the Russian/Soviet Biological Warfare Complex36 

Countries of Proliferation Concern 

Partly because of the availability of technology and material, a number of countries 
and subnational groups have managed to acquire biological weapons. The British 
government stated in 1992 that "about ten countries are assessed as having biological 
weapons programs."37 American officials have confirmed British assessments and issued 
repeated wamings in the past few years that "at least 20 countries have or may be 
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developing nuclear, chemical, biological weapons and the ballistic missile systems to 
deliver them."38 Great Britain has indicated that proliferation concems, including 
biological weapons programs, "are largely concentrated in tlu·ee regions: the Middle East, 
South Asia, and Notih Korea ."39 American intelligence officials describe the biological 
weapons programs of two great powers, Russia and China, as being in the process of 
change and have identified Iran, Iraq, North Korea and Libya as rogue nations seeking to 
acquire weapons of mass destruction.40 Aside ti"om such general characterizations of the 
threat, relatively few unclassified sources provide explicit details about which countries 
have biological weapons and how advanced their programs may be. Below is the current 
list of countries that possess identified BW programs. 41 

• China • Libya 
• Egypt • North Korea 
• Israel • Russia 
• Iran • Syria 
• Iraq • Taiwan 

Under what circumstances might a hostile state be willing to provide BW expe11ise to 
a terrorist group? There is no evidence that such an exchange has ever taken place. 
However, there is a growing recognition in the national security community that hostile 
states, intent on countering the power of the United States, might be inclined to adopt 
asymmetric responses demonstrated by groups such as the Japanese cult Aum Shimikyo 
and the American cult Rajneeshee. One possible response is an ability to threaten the 
American homeland with biological terrorism. 

First, facilities and equipment designed for legitimate applications can be used to 
produce biological agents. They are widespread throughout the world, to include the 
United States. This is frequently termed by the world's five major powers as the "dual 
use" problem. Secondly, the collapse of the fanner Soviet Union and subsequent 
reduction in funding of its massive BW intl·astructure may have resulted in unemployed 
scientists with an vulnerability for recruitment by states trying to establish their own B W  
programs. Finally, the incredible advances in bioteclmology over the past ten years can 
potentially be used to accelerate the proliferation of BW agents. 

The evidence describes a broader and more imminent biological weapons threat than 
at any previous point in history. It is imperative that our mil ita1y leaders and medical care 
providers are trained and prepared to combat it. 

Current and Near-Term Threat 

Biological Agent Weaponization. Many bacteria, fungi, viruses, rickettsial agents and 
toxins are potential biological warfare agents. As previously mentioned, those most often 
encountered include Bacillus anthracis (antlu·ax), botulinum toxin, Yersinia pestis (plague), 
ricin, Staphylococcal enterotoxin B (SEB), and Venezuelan equine encephalitis (VEE). 
Despite the ve1y different characteristics of these organisms, viruses and toxins, biological 
agents used as weapons share some common characteristics. 

Among routes of exposure to biological agents, the most important and most 
dangerous is through aerosol inhalation. BW agents are dispersed as aerosols by one of 
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two basic mechanisms: point or line source dissemination. Unlike some chemical threats, 
aerosols of agents disseminated by line source munitions (e.g., sprayed by low-flying 
aircraft or speedboats along the coast) do not leave hazardous environmental residue 
(although anthrax spores may persist and could pose a hazard near the dissemination 
line). On the other hand, aerosols generated by point-source munitions (i.e., stationary 
aerosol generator, bomblets, etc.) are more apt to produce ground contamination, but 
depending on the agent used, only in the immediate vicinity of dissemination. To a much 
lesser extent, particles may adhere to an individual or his clothing, thus the need for 
individual decontamination. The affected area varies with many factors, including wind 
speed, humidity and ultraviolet sunlight. 

Weather in the target area is very imp01tant in the employment of biological agents as 
aerosols. Higher wind speeds tend to break up the aerosol cloud. Stable wind direction is 
obviously imp01tant. Inversion conditions and lower wind speeds (five to ten miles per 
hour), conditions which occur more often during nighttime and early morning hours, 
would be ideal for dispensing such aerosols. 

BW agents can be dispersed in aerosols of particle size one to five micrometers 
(microns), which may remain suspended (in ce1tain weather conditions) for hours and, if  
inhaled, will penetrate into distal bronchioles and terminal alveoli of  the lungs of  victims. 
Size is important; particles larger than five microns would tend to be fi ltered out in the 
upper airway and would likely be discharged when the victim exhales and not absorbed 
into the target. 

Aerosols may be delivered by simple technology. Industrial sprayers with nozzles 
modified to generate the smaller particle size can dispense the pmticles over large areas. 
The aerosol could be delivered from a line source such as an airplane or boat traveling 
upwind of the intended target, or from a point source such as a stationary sprayer or a 
missile dispensing agent-containing bomb lets in an area upwind of the target. 

Point-source munitions leave an obvious signature that alerts the field commander 
that a B W  attack has occurred. Because point-source munitions almost always leave an 
agent residue, this evidence can be exploited for detection/identification purposes. In  the 
absence of an effective real-time alarm system or direct observation of an attack, the first 
clue would be mass casualties fitting a clinical pattern compatible with one of the 
biological agents. Unfortunately, this may occur hours or days after the attack. 

Other routes for delivery of biological agents are thought to be less imp01tant than 
inhalation, but are nonetheless potentially significant. They include oral ingestion (by 
intentional contamination of food and water) and percutaneous penetration through cuts, 
eyes or other soft skin tissue. Mucous membranes and eyes are also vulnerable to many B W  
agents. Physical protection is then quite important and the use of full-face masks equipped 
with small-particle filters, like the chemical protective masks, assumes a high degree of 
importance. The skin also provides an excellent barrier for most, but not al l  biological 
agents. H owever, mucous membranes and abraded or otherwise cut skin can allow for 
passage of some bacteria and toxins, and should be protected in the event of an attack. 

T-2 mycotoxins are an example of one biological agent that would penetrate or be 
absorbed through the skin. Toxins such as these may cause direct pulmonary toxicity or be 
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absorbed and cause systemic toxicity. Other toxins, like bacteria and viruses, are frequently 
as potent or more potent by inhalation than by any other route. With toxin exposure, a 
unique clinical picture may sometimes be seen which is not observed or demonstrated by 
other routes of exposure (e.g., pulmonary edema after staphylococcal enterotoxin B 
[SEB] exposure). Appropriate preventive medicine measures in the event of an attack 
should provide assurance that food and water supplies are free from contamination.42 

While there are many thousands of bacteria, virus pmticles and toxins, the vast 
majority do not make patticularly good weapons. They are variously too dangerous to 
handle, too fragile for weaponization or dispersment, and too unpredictable or benign in 
their effects. However, the bad news is that there still exist several dozen with sufficient 
qualities that potentially allow their use in BW. Figure 4 lists the ten most likely biological 
agents that might be used in the future. 

Agent Infective Doses Incubation Period Chemoprophylaxis Vaccine 

Anthrax 1 0 ,000 spores or 1 -6 days Antibiotics for 4 weeks Yes-
less Licensed3 

Brucellosis 1 ,300 organisms 1 -2 1  days Antibiotics for 3 weeks None 

Plague 1 00-20,000 2-1 0  days Antibiotics for 7 days Yes-
organisms Licensed 

Q Fever 1 0 or less organisms 1 0-20 days Antibiotics for 5 days Yes-IND0 

Tularemia 1 0-50 organisms 3-5 days Antibiotics for 2 weeks Yes-IND 

Smallpox 1 0- 1 00 particles 7-1 7  days Immune globulin Injection Yes-
Licensed 

Viral 1 0- 1 00 particles 1 -5 days None Yes-I N De 
Encephalitis 

Viral 1 - 1 0  particles 4-21 days None Yes-IND0 

Hemorrhagic 
Fevers 

Botulism 70 nanograms toxin Hours to days None Yes-IND 
Toxin 

Staph 0.03 ug toxin 1-6 hours None None 
Enterotoxin incapacitating, 1 . 7  ug 
B toxin lethal 

Notes: 

a Licensed by the Food and Drug Administration (FDA) for unrestricted use. 

b Investigational New Drug ( IND) is an FDA category for biologicals (including medications and 
vaccines) for which there is not enough data to prove safety or effectiveness. The FDA allows 
use of IND biologicals under tightly controlled "experimental" procedures, usually includes 
informed written consent. 
c I N D  vaccines available for three of these viruses: Venezuelan, Eastern and Western equine 
encephalitis. 
d I N D  vaccines available for three viruses: Argentine and Bolivian hemorrhagic fevers and Rift 
Valley fever. 

Fig. 4. Ten most likely biological warfare agents and selected characteristics43 
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Likely Targets. Pound for poun�, far less BW agent is needed to impose mass casualties 
than of chemical weapons such as nerve agents. One of the main attractions of biological 
weapons is their applicability to covert warfare. A BW attack is likely to be completed 
before the local commander is even aware that it has taken place. Moreover, given covett 
means of employment, it might be some time before an atmy recognizes that casualties 
are from a deliberate attack and not a local outbreak of disease. A second attractioi1 is the 
relatively low quantities of biological agents necessary for a lethal dose. Bacteria such as 
anthrax (obviously the favorite) are highly infectious in low concentrations; pulmonary 
anthrax can have a mortality rate as high as 80 percent. 

During Operation Desett St01m, U.S. forces did not have timely means to detect a 
biological attack. In fact, they could only manually gather ground and water samples and 
transport them to the United States for analysis. Currently, fielded CW detection systems 
have no means of detecting BW agents. The Army's Biological Integrated Detection 
System, or BIDS, does provide limited BW detection but provides local alert and 
notification only after a BW attack has occurred in the immediate vicinity of the detection 
system. Until more reliable, robust integrated biological detection systems are fully 
fielded, BW will continue to be a threat to all military forces at all levels. 

If the enemy must rely on limited conventional forces, rather than on sophisticated 
and robust ground, naval and air forces, a large-scale U .S .  deployment in suppo11 of a 
major theater war could be easily disrupted by a BW attack. A low-cost, low-technology, 
asymmetrical strategy, such as a BW attack on a few key air- and seap01ts, could also 
cripple or vittually stop such a deployment. For example, during Desett Shield, five 
airfields in Southwest Asia handled nearly 80 percent of the air cargo, and 86 percent of 
al l  sealift vessels off-loaded in a single port (Ad Damman) . .J 4  These types of choke points 
are effective biological warfare targets. No other port in the region could have handled 
this volume of cargo. 

Optimized Dispersiop Techniques 

Ten·01·ists have already tried on several occasions to use BW with varying degrees of 
success (see figure 5). BW terrorism encompasses a nan·ower range of tactics than 
conventional tenorism. It makes little sense for ten·orists to experiment with dangerous 
biological agents if they could be killed prior to diffusing them, or if conventional 
weapons achieve more immediate results. The figure below shows the latest known 
unclassified bioterrorism events. 

Although B W  agents could be used during a hijacking or hostage situation, there 
would be little incentive for terrorists to do so. The projected death toll would be no 
higher than if conventional weapons were used. And while BW agents could be delivered 
against a target by means of a bomb or missile, the likelihood that the organisms would 
be destroyed in the explosion makes this an unattractive delivery method. 

The greatest concern is that a ten01·ist might attempt to disseminate the biological 
agents as an aerosol cloud. This delivery method is of concern for several reasons. First, 
many diseases are most dangerous when contracted in this fashion. Cutaneous anthrax, 
which is contracted through the skin, has a case fatality rate of 5 to 20 percent, but 
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antibiotic treatment is highly effective. In contrast, inhalation anthrax is almost always 
fatal within three to five days after exposure, and if not detected early there is no 
effective treatment. Similarly, bubonic plague, generally acquired from the bite of an 
infected flea, has a case fatality rate of 50 to 60 percent if untreated, but generally 
responds to medical treatment. In contrast, pneumonic plague is almost always fatal and 
must be treated earlier.45 

Date Group Event 

April 1 997 Counter Holocaust Sent package falsely claiming 
Lobbyists of Zion that it contained anthrax 

February 1 997 James Dalton Bell Advocated assassination of 
government officials and 
a l legedly investigated toxins 

May 1992 Minnesota Patriots Council Plotted to assassinate law 
enforcement officials using ricin 
toxin 

April 1990-March 1 995 Aum Shinri kyo Unsuccessfully tried to use 
botulinum toxin and anthrax, 
causing no casualties 

Mid-1980s Tamil secessionist group in Threatened to spread pathogens 
Sri Lanka to infect humans and crops 

August-September 1 984 Rajneeshee Contaminated salad bars, 
infecting 751 people 

October 1981 Dark Harvest Spread dirt contaminated with 
anthrax 

November 1 980 Red Army Faction Reportedly tried to manufacture 
botulinum toxin 

June 1976 B. A. Fox Threatened to mail ticks carrying 
pathogens 

January 1 974 Symbionese Liberation Showed some interest in 
Army (SLA) biological warfare 

January 1 972 RISE Intended to contaminate Chicago 
water supply with Typhoid 

November 1 970 Weathermen Attempted to acquire biological 
agents to contaminate water 
systems 

1950s Mau Mau Used plant toxins to ki l l  livestock 

Fig. 5. Known Unclassified Bioterrorism lncidents46 
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Second, aerosol transmissiOn makes it possible to spread biological agents over a 
large area and thus affect a considerable number of people. However, creating a 
biological cloud poses some real difficulties. Agent stored in a liquid fonn can be put into 
a slightly modified commercially-available sprayer, but more than 90 percent of the 
organisms are likely to die as the liquid is sprayed. Biological agents die or lose virulence 
once released into the atmosphere. The World Health Organization estimated that an 
aerosol cloud containing the organisms that cause Q fever would decay at a rate of 1 0  
percent per minute. The decay rate for the organism responsible for yellow fever is 
estimated at 3 0  percent per minute. However, the rate decay for the agents causing plague 
and tularemia is only 2 percent per minute, and the decay rate for anthrax is a mere one
tenth of 1 percent per minute. This is one of the reasons for the wonies about the use of 
anthrax as a biological agent. All these figures assume that the agents were produced 
using special stabilizers to protect against adverse environmental conditions.47 

A terrorist group that uses BW agents will likely be attracted to the mass killing 
potential of these weapons. The most likely BW terrorist tactic will be to release B W  
agents-antlu·ax spores, botulinum toxin, ricin or other deadly agents-into the air a s  a 
biological aerosol, a stable cloud of suspended microscopic droplets of bacterial or vims 
pmticles. Since BW agents are invisible, odorless and tasteless, no one would know that a 
ten·orist attack was under way. 

Since there are very limited numbers of reliable detection systems for BW agents, 
terrorists will be able to strike almost any target they desire. Whereas terrorists with 
conventional weapons have to be concerned about metal detectors, x-ray machines and 
other physic(\! security measures, terrorists with BW agents do not. With maximum 
casualties the l ikely goal, metropolitan areas or large troop concentrations such as 
military posts or lodgment areas are the most at risk. At the present time and for the 
foreseeable future, these remain indefensible to a BW terrorist attack. 

The main problem is not with personal defenses against BW, but rather in detecting 
the initiation of B W  attacks and alerting friendly forces to seek immediate protection to 
limit or prevent exposure. The Army's critical nuclear/biological/chemical (NBC) doctrinal 
principal is contamination avoidance, but critical shortfalls in biological detection equip
ment make this almost impossible to accomplish. One U.S.  Army analysis indicates that 
in a SCUD missile attack with an anthrax warhead, downwind forces with no notification 
of the tlu·eat could expect unit effectiveness to plummet 90 percent. With prior waming 
and pretreatment, the same unit's effectiveness could be reduced by less than 5 percent.48 

Prompt detection of BW initiation is crucial, and a proven capability to do this, in itself, 
might make an aggressor think twice about launching a BW attack in the first place. 

U.S. Current and Near-Term Defense Capability 

Overview of U.S. Biological Defense System. Adequate and accurate intelligence is 
required in order to develop an effective defense against biological warfare. Once an 
agent has been dispersed, detection of the biological aerosol in time for targeted 
personnel to don protective equipment prior to its arrival is the best way to minimize or 
prevent casualties. However, interim systems for detecting biological agents are just now 
being fielded in limited numbers. Today, the first indication of a biological attack to 
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unprotected soldiers will be the soldier who is feeling ill  and exhibiting symptoms. This 
scenatio may be as simple as a few patients with dianhea, or a severe mass casualty 
situation. Detection systems are evolving, and today represent an area of intense interest 
with the highest primities within the research and development community. Indeed, 
detection capability has become a central feature in national planning for a biological 
defense program in several Westem countries. 

In 1 993, responding to criticism after the Gulf War, many of our BW defense 
programs were consolidated under joint oversight. The Joint Program Office for 
Biological Defense (JPO-BD) was formed and given direct responsibility for medical 
defense and detection, the areas felt to be the most critically in need of improvement. In  
1 996, the General Accounting Office evaluated U.S .  progress in chemical and biological 
defense since the Gulf War and found a number of continuing deficiencies, most 
important of which was the lack of adequate detection and senior leader awareness of 
available B W  defense procedures.49 

Lack of awareness resulted in  lack of emphasis in B W  readiness. This in tum 
contributed to rapid-deploying Anny units not having the required protective clothing, 
slow progress in research and development in detection systems, inadequate training for 
Atmy and Maline Corps forces, and little BW training in joint exercises.50 Since then, the 
U . S. armed forces have improved somewhat but still have not resolved these issues; the 
identified deficiencies still exist today. 

The U.S.  B W  defense system consists of four components. They are detection, 
personal protection, medical defense measures (vaccines, prophylaxis, diagnosis and 
treatment procedures), and deterrence policy. 

BW Sensors and Detectors. Biological agents, including pathogenic bacteria, yeasts, 
fungi and viruses, have become a primaty concem for NBC defense. Ctitical problems 
continue to exist in U.S. B W  detection and identification systems. Traditional methods for 
the detection of biological agents, such as culturing and serology (24-72 hour 
processing), are not suitable for rapid detection and identification of these agents in real 
time at the site of suspected contamination. 5 1  

Over the past 20 years, numerous biotechnologies have been explored and partially 
developed for the rapid detection and identification of biological agents by government 
agencies. These include immunoassay, DNA/RNA probes and prototypic biosensors, 
which work well in a laboratmy setting. Unfot1unately, none of these efforts has resulted 
in an integrated, -friendly, on-site, real-time detector for biological agents. Problems 
associated with background, sensitivity, reproducibility and mggedness, as well as 
manufacturing and packaging, have hindered such detectors for field use.52 

During the past twenty years, a parallel development of biotechnology-based 
detection methods for infectious agents has developed in the commercial clinical 
diagnostics market. Commercial diagnostic companies have developed and marketed 
rapid, on-site, hand-held detection devices for pathogens based primarily on 
immunoassay. Within the next five years, these same companies will be applying 
additional technologies such as DNA/RNA amplification, "gene chips" and biosensors to 
produce on-site (point-of-care) biological agent detection devices able to identify and 
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quantify pathogens at concentrations of less than ten organisms per sample using real
time, semi-automated, user-friendly devices. 53 

The best current mobile system for field use is the U.S .  Anny Biological Integrated 
Detection System (BIDS). It is now fielded (38 systems). The BIDS system is vehicle
mounted and tests envirorm1ental air samples by concentrating appropriate aerosol 
particle sizes in the air samples, then subjecting the sample to both generic and antibody
based detection for selected agents. Unf01tunately BIDS must be stationmy to function, 
takes at least 45 minutes from the time it is in position until it can detect biological 
aerosolized agents, and can only four agents. The BIDS system is also plagued with 
false-positive reports or rep01ts of a BW agent when one is not present. Additionally, 
since it detects agent only in the immediate surrounding air, it does not provide a standoff 
detection capability. 

The Army's doctrinal goal is to have the systems placed at most eight to twelve 
kilometers apmt.54 Due to the doctrinal spacing, BIDS would be most effective for line 
source releases and only coincidentally effective for point sources. In the case of point 
source releases such as bombs or missiles, the scattered BIDS units are more likely to 
miss the agent since the BW agent would not cover as wide an area. This dispersion 
leaves numerous potential holes in detection coverage across the battlefield. I n  an attempt 
to fix some of these deficiencies, an improved version of the BIDS is under development. 55 

In an effort to compensate for sh01tfalls in detection coverage for critical fixed sites 
such as p01ts and airfields, JPO-BD has fielded an advanced technology concept 
demonstration (ACTO) called Pottal Shield. Currently, there are two systems deployed 
and in use. The first system was set up at Camp Doha, Kuwait, in February 1 998. This 
system uses an atTay of 24 networked sensors, data fusion and smart algorithms to 
provide warning when patticle concentrations in the air exceeds a preset threshold (much 
like household carbon monoxide detectors), followed in about 1 5  minutes by preliminaty 
identification of the detected patticles. Drawbacks in the total force fielding and use of 
this system include weight (200 lbs. per sensor), cost ($1 50,000 per sensor), high 
electrical power requirements, and inability to provide advance or standoff detection and 
waming. The second system was set up at Osan Air Base, South Korea in October 1 998. 
This system is very similar to the first one, with the addition of enhanced sensors giving 
it a greater range of identification capabilities. 

To compensate for the lack of standoff capability, the Army has fielded an interim 
system called the Long Range (LR) Biological Standoff Detection System. It was fielded 
in Fiscal Year 1 998 (three systems) and provides a limited biological standoff detection 
capability to provide early warning. It employs an infrared laser to detect aerosol clouds 
at standoff distances from 30 to 50 kilometers. An improved version is in development to 
extend the range to 1 00 kilometers. This system is available for fixed-site applications or 
can be inserted into various transport platforms such as fixed-wing or rotary aircraft .  

Another standoff detection system in the research and development phase is the 
Shott-Range Biological Standoff Detection System. It employs an ultraviolet and laser
induced fluorescence to detect biological aerosol clouds at distances up to five 
kilometers. The information will be used to provide early waming, enhance 
contamination avoidance efforts, and cue other detection assets. The principal difficulty 
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in detecting biological agent aerosols stems from differentiating the artificially generated 
BW cloud from the background of organic matter nonnally present in the atmosphere. 
Consequently, the aforementioned detection methods must be used in conjunction with 
medical protection (vaccines and other prophylactic measures), intelligence and physical 
protection to provide layered primary defenses against a biological attack. 

The Defense Advanced Research Projects Agency's (DARPA) BW defense program, 
which focuses on longer-range technologies, includes work to advance real-time sensing. 
DARPA emphasizes methods for shortening or bypassing some of the stages in the three 
stage processes: sample collection, detection and communications. Candidate approaches 
include minimizing sample treatment, or eliminating the amplification step, and using a 
detector that would immediately conve11 the detection of the agent to an electronic signal. 56 

The U.S.  Naval Research Laboratory (NRL), with funding ti·om DARPA, the Office 
of Naval Research (ONR) and the intelligence community, has developed a Force 
Amplified Biological Sensor (FABS) that meets these requirements. The cantilever from 
an atomic-force microscope is coated with antibodies that can bind the specific antigen to 
be detected. When a solution containing that antigen flows over the cantilever, some of it 
binds to the surface. Another solution contains antibody-coated magnetic beads, only a 
micrometer or so in diameter, that bind to the antigen on the cantilever to fonn an 
"antibody sandwich." Finally, a magnetic field is turned on and the captured beads are 
counted by the deflection of this tiny cantilever. This approach can measure a single 
bacterium or virus. An array of such biosensors could perform an analysis in about two 
minutes, even at these minute concentrations.57 

Southeast Research Incorporated (SRI) International, under DARPA sponsorship, has 
developed an altemative detector technology that also eliminates the amplification stage. 
Small inorganic particles are doped with rare-earth elements that emit unique visible 
colors when illuminated by infrared radiation. These "upconverting phosphors" have stable 
spectral signatures and are unaffected by environmental conditions, because upconversion 
occurs within the crystal itself. This allows many different phosphors with unique and 
stable signatures to be used in a gridded anay point detector, pennitting the simultaneous 
detection of multiple agents. The phosphors are attached to agent-specific antibodies that 
are color-coded (red indicating anthrax, for example). Then they are suspended in 
circulating fluids so that they bind with and report the presence of these agents.58 

I n  June, 1 998, DARPA awarded SRI lntemational an $8.6 million contract for 
research into the use of phosphor-based reagents as drop- in replacements for, or UPb'Tades 
to, existing technologies. The organization will support NRL in modifying its present 
fiber-optic waveguide detector to incorporate SRI's upconvetting-phosphor teclmology, 
develop a cove11 hand-held system, build and test a flow cytometer with upconversion 
reporting, and develop the gridded anay detector.59 

Personal Pr·otection. The currently fielded chemical protective equipment, which includes 
the protective mask, battle dress overgarment (BOO), and protective gloves and overboots 
will provide protection against a biological agent attack. The M40 protective mask is 
available in three sizes, and when worn correctly, the mask will protect the face, eyes and 
respiratory tract. The protective mask is limited by two filter elements contained in the 
filter canisters. Filtration tlu·ough these elements involves two separate but complementary 
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mechanisms: I )  impaction and absorption of agent molecules onto ASC Whetlerite 
Carbon filtration media and 2) static-electrical attraction of pat1icles initially failing to 
contact the filtration media. Maintenance and, when necessary, replacement of the crucial 
filter elements are of the utmost priority. The M40 mask has a screw-on filter element, 
which can be changed only in a noncontaminated environment. The filters must be 
replaced whenever the elements are inunersed in water, crushed, cut or otherwise 
damaged, or excessive breathing resistance is encountered. The "all clear" signal is given 
after exposure to a biological agent, 30 days have elapsed in the combat theater of 
operations (the filters must be replaced every 30 days), supply bulletins indicate lot 
number expiration, or when ordered by the unit commander. 

The battle dress overgarment suits come in eight sizes. The suit may be worn for 24 
hours in a contaminated enviroru11ent, but once the suit has been contaminated, the 
wearer must replace the suit by using the mission-oriented protective posture (MOPP) 
gear exchange procedure described in the Soldier 's Manual �f Common Tasks. The 
discarded BDO must be incinerated or buried. The BDO is presently produced in both 
woodland and desert camouflage patterns. 

Chemical protective gloves come in four sizes and overboots come in one size. The 
Almy's green vinyl overboot is an authorized substitution for the chemical overboot, and 
it comes in 1 6  sizes. The gloves and overboots are both made from butyl rubber. They 
may be decontaminated and reissued. The gloves and boots can be used for 1 2  hours in a 
contaminated environment; after visual inspection and decontamination as needed, they 
may be wom for an additional 12  hours. While the protective equipment will protect 
against biological agents, it is important to note that even standard uniform clothing of 
good quality affords a reasonable protection against detmal exposure of surfaces covered. 

Collective protection by the use of either a pennanent building or an unhardened 
shelter equipped with an air filtration unit providing overpressure can offer protection for 
personnel in a biologically contaminated environment. An airlock ensures that no 
contamination will be brought into the shelter. In the absence of a dedicated structure, 
enhanced protection can be afforded within most buildings by sealing cracks and entry 
pot1s, and providing air filtration with high-efficiency particulate air (HEP A) filters 
within existing ventilation systems. The key problem is that these shelters can be very 
limited in  military situations, very costly to produce and maintain, and difficult to deploy. 
Inconveniently, personnel must be decontaminated prior to entering the collective 
protection unit. 

Medical Defense. BW agents will definitely cause significant impacts on the medical 
care system. Overwhelming numbers of patients and demands for intensive care would 
rapidly and easily overwhelm medical resources. Special medications or vaccines, not 
generally available in standard pham1aceutical stocks, would be required. Medical care 
providers, laboratory personnel and medical facilities might need added personal 
protection to limit the spread of the disease. Autopsy and intennent of remains would 
also present hazards of greater magnitude than commonly seen. 

The medical response to the threat or use of biological weapons would certainly be 
different if medical measures are employed prior to exposure, <;>r before exposure has 
already occurred and/or symptoms arc present. Active immunization or prophylaxis with 
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antibiotics may totally prevent illness in those exposed and is effective against several 
potential B W  agents. After exposure, but before realization of ful l  symptoms, active or 
passive immunization as well as pretreatment with therapeutic antibiotics or antiviral 
drugs may rectify some disease symptoms. Unfmtunately, after onset of illness, diagnosis 
and treatment of the disease are the soldier's only hope, and he is already numbered 
among the casualties. Obviously, prevention is the best choice for future protection of 
U.S. military forces against a wide variety of biological threats. The good news is that 
excellent vaccines and antitoxins exist for several of the most likely biological warfare 
agents, and more are under development. 

Medical defense against biological warfare is an area of study for military health care 
providers which does not apply to the day-to-day mission of caring for patients in 
peacetime. Medical defense is an impmiant issue, but too large and technical a topic to be 
adequately discussed in this monograph. 

However, during Operations Desert Shield/Deseii Stonn, it became obvious that the 
threat of biological attacks against our soldiers was real, and that we could do more to 
educate our medical professionals about how to prevent and treat BW casualties. Many of 
our medical persmmel who deployed for the Gulf War had a less than optimal 
understanding of the biological threat and of the medical means available to counter it. 

Since Desert Storm, there has been a renewed emphasis placed on making sure that 
our health care professionals gain the necessary background in this impmiant area of 
mi lita1y medicine. In fact, the Medical Management of Chemical and Biological 
Casualties Course has gone to a qumterly, combined fmmat designed to provide 
education in both biological and chemical medical defense to over 300 military medical 
professionals per calendar year. The combined training program of the widely published 
Handbook .for Medical Management of Biological Casualties and the Medical 
Management of Chemical and Biological Casualties Course constitutes the renewed 
emphasis of B W  medical defense. From my research, it is safe to say that there have been 
numerous advances in the BW vaccine, diagnostic and treatment procedures, and the 
cuiTent emphasis in the medical conmmnity is to maintain BW training and expettise 
across the force. 

Comparison and Analysis of Threat Versus Defense Readiness 

An enemy resmting to the use of biological weapons is probably motivated by one of 
two factors. First, biological agents can be used to accomplish cettain specialized 
objectives. For example, a teiTorist who wants to incapacitate a large number of people, 
but not necessarily kill anyone, might rely on biological agents. If the tenorist's objective 
is to dismpt agriculture, biological agents could be employed to destroy crops or 
l ivestock or to contaminate food. To avoid retaliation, a tenorist could resmt to biological 
agents seeking to cause disruption that might plausibly be attributed to natural causes. 

A second reason for adopting biological agents is to cause mass casualties. It is the 
potential for causing massive numbers of casualties that creates the most fear. According 
to the calculations of some experts, biological weapons are pound for pound potentially 
more lethal than thennonuclear weapons. 

20 



Access to biological agents never appears to have been a limiting factor i n  the use of 
pathogens and toxins, because acquiring biological agents is relatively easy. Despite 
eff011s to restrict the illicit acquisition of biological agents, it is likely they can be easily 
obtained from a legitimate culture collection, such as the American Type Culture 
Collection, stolen from a laboratory, or with the right expet1ise, even -grown from 
samples obtained in nature. Many biological agents are endemic, and there is nothing to 
prevent a skilled technician from growing the agent. 

Use of biological agents is different from other ten01·ist incidents. We are unlikely to 
know that a biological agent has been released until long after the event. In some cases, 
depending on the agents employed, we may never know that an outbreak resulted from a 
ten·01·ist attack. This sharply contrasts with other terrorism incidents. When a tetTorist 
detonates a bomb, we immediately know that something happened, even if we do not 
know precisely what has taken place. After a . bioterrorism attack, we may only leam 
about the event as public health officials discover an unusual outbreak days or even 
weeks after the agent release. 

Not all biological agents are created equal. If we examine the agent lists developed by 
proliferators during the Cold War era and even before, we see that most programs 
eventually focused on l 0 to 1 5  agents. There is a reason the I ists were so small. When 
one considers the hundreds of infectious agents and toxins, only a small subgroup has the 
physical arid biological propet1ies needed for a mass-casualty producing biological 
weapon. These characteristics include ease of production, infectivity or toxicity, 
stability-during processing, storage and in the environment-and, of course, the ability 
to effectively cause illness or death in the exposed population. Anthrax comes out high 
on everyone's list because the spore fonn of the organism is so very stable. Some vimses 
require just a few organisms to infect and are so easy to grow to high concentrations that 
their relatively poor stability becomes less important. Two of the toxin families have been 
popular because of their extreme lethality or incapacitation effects. The point is that very 
few agents have the characteristics that make them good BW, battlefield, mass-casualty 
weapons agents. However, terrorists don't have to deal with all the technical constraints 
intrinsic to the objectives of large national BW programs. 

To illustrate this point, USAMRIID did a theoretical analysis of 395 toxins, using the 
available data on their toxicity and applying mathematical calculations that were 
validated in field tests during the U.S. offensive program in the 1960s. They found that, 
based on toxicity alone, only 1 7  of the 395 toxins would be suitable for wide battlefield 
use. Seventy-three are toxic enough to use in an enclosed space such as the air-handling 
system of a building or an aircraft carrier-or on a street corner during tush hour. The 
remaining 305 would be useful only as assassination weapons against individuals. Of the 
1 7  toxic enough for battlefield use, all but a few would probably be useless because they 
are either unstable or too hard to produce in quantity.60 The same principles can be 
applied to bacteria and vimses; not all agents are "good enough" for the battlefield, but 
many are adequate for making headlines. So, the terrorist has a much broader-but not 
necessarily more deadly-armory of biological agents from which to choose. 

That multiplicity of potential terrorist agents makes the job of those charged with 
protecting our civilian population and occupying of critical nodes of depat1ure and 
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reception difficult. To protect a defined military force we can use prophylactic vaccines 
or dmgs, we can place detectors on the battlefield, and we can provide full-face 
respirators, which our troops can don with adequate waming of an attack. After the 
attack, we can use diagnostic tools to identify the agent and possibly the exposed 
population and treat them with drugs or, in some cases, inununotherapy. We can 
decontaminate victims, although we believe decontamination is less critical following an 
aerosol biological attack than it might be following a chemical attack. It is imp011ant to 
note that, with the exception of the protective mask, the clecontaminants and a subset of 
the detectors, the passive countermeasures must be designed for specific agents or 
families of agents. Fmthennore, in the case of a terrorist attack, we may not be able to 
use the vaccines, prophylactic drugs, detectors or physical protection. Following an 
announced or at least an overt attack, we may only react to supp01t an already exposed 
population-a population that, at the time, may look and feel healthy. After a cove11 
attack, local health care providers may be the first to notice that it has occuned; the 
outcome of such an attack may resemble a disease outbreak, compressed in time. It will 
likely be the relatively few scientists and clinicians in DoD and the Depaet1ment of 
Health and Human Services (HHS), who conduct research with these organisms daily, 
who can provide the technical suppot1 to mi litary commanders and their staffs and make 
the difference between normal life and illness or death for our soldiers and citizens. 

Summary and Conclusion 

· Though the United States is much farther along the path toward biological warfare 
defense than at the time of the Gulf War, commanders and platmers at all levels need to 
understand the reality of our substantial weakness. In  particular, we currently have only a 
few detection systems that provide relatively timely response and identification from 
field locations and sound an alert only after an attack has occurred. The United States has 
also just begun the partial force immunization process for a single most likely use BW 
agent (antlu·ax). Even if the current systems are deployed and the force is immunized, the 
model scenario described by the World Health Organization still shows a 5 to 10 percent 
casualty rate for an anthrax attack. 

Unless the international community takes prompt steps to bolster the Biological 
Weapons Convention or the means to deter the proliferation of biological weapons, 
biological weapons could be to the 21st century what nuclear weapons were to the 20111 
century. The National Defense University says that germ weapons could well become an 
enemy's "weapon of choice" because: I )  very small quantities can kill very large 
numbers of people; 2) advanced delivery systems are not required; 3) biological weapons 
can be readily acquired; and 4) BW programs are currently relatively easy to conceal. 
Moreover, humans, animals and plants are all vulnerable to genn warfare attack.61 

Ongoing initiatives in B W  research and development include licensure of cmTent BW 
vaccines and development of  new ones; a capability that provides continuous, integrated, 
automated, standoff detection, immediate warning and reporting; improved ability to 
protect fixed facilities (i.e., potts, airfields, logistic bases, conunand and control nodes, 
and strategic intelligence supp01t sites). 
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While we must still retain our traditional capability of airlift and sealift movement, 
military plmmers must include branches and sequels in their planning processes to 
account for BW employment by the enemy to disrupt our strategic mobility. What 
options are there i f  some or all of our embarkation and/or debarkation ports and airfields 
are temporarily closed because of BW attacks? Imaginative solutions are needed for us to 
be able to project power despite the employment of B W against our strategic mobility 
targets. 

Commanders and planners at all levels also need to integrate all aspects of B W  
defense, including intelligence, detection, warning and reporting, and medical resources. 
Plmmers need to examine the anticipated areas of operations particularly with respect to 
naturally occurring exotic diseases, as well as suspected current and historical B W  
production o r  testing areas. Additionally, deployment pla1ming must consider that several 
weeks are required to achieve protection after immunizations are initiated-vaccines are 
not immediately effective. Finally, the increased cost, weight and space requirements for 
adequate B W  detection, identification and medical support units must be factored into 
logistical estimates and preparations. 

Another unf01tunate fact remains that neither deterrence nor any other defensive 
measures will be 100 percent effective in stopping a BW attack. At best, it may dissuade 
an enemy from using BW. Commanders, political leaders and the public must be 
educated to and willing to accept the realities of higher numbers of BW casualties. This 
can be accomplished only through realistic exercise scenarios and leader training courses. 

The past decade has witnessed a major shift in the nature and magnitude of the threat 
posed by biological weapons. For many years, the dangers of such weapons arose solely 
from the risk of their use in international conflicts. As a result, the class of potential users 
consisted entirely of a small number of industrialized countries that had developed (or 
could develop) a biological arsenal for use in warfare. 

In  the past ten years, the class of potential users has expanded to include not only a 
growing number of developing nations but also a wide range of nonstate groups such as 
ten·01·ists, religious cults and individuals. Furthermore, many of these new parties pose a 
threat of an entirely different kind-the use of biological weapons as agents of tenor 
rather than as instruments of war.62 BW gives any adversary the ability to inflict 
casualties cheaply, easily and almost anonymously. BW could be used to deter U.S. 
involvement or cause its early withdrawal by threatening or inflicting more casualties 
than its leaders can tolerate. 

Terrorists with BW agents pose a threat to any and every nation's vital interests. In 
the 1 960s, the physicist Herman Kahn, in his book Thinking About the Unthinkable," 
exposed the dangers of a nuclear response strategy and perpetuated the notion of total 
nuclear annihilation. He ultimately and indirectly contributed to the decline o f  the 
nuclear threat.63 Fortunately, we never had to experience that event, and the end of the 
Cold War hopefully means we never will. But we face a new threat at the dawn of the 
2 1 st century, and it is one that we must think about and for which we must prepare no 
matter how terrifying. By improving our readiness to respond to a BW attack, many lives 
can be saved and the potential users will be denied their goal of creating panic and crisis 
in this country. 
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Over the past few years, U.S.  research and development eff01ts have made progress 
in vaccines and promising detection systems. However, the United States cunently 
vaccinates its defense force against only one biological agent and its current detection 
equipment can detect only biological attacks that are in progress and in the immediate 
vicinity. Even more disconcetting is the vulnerability of the civilian work force that 
supp01ts its strategic command and control centers, intelligence suppott nodes, and 
mobility p01ts of embarkation and debarkation. Commanders and their planners must 
understand and make allowances for the cunent deficiencies in biological defenses, and 
must assist in raising the level of biological defense education and training. Serious 
thought must also be given to decreasing the vulnerabilities of troop movement operations. 

The biological warfare threat is indeed serious, and the potential for devastating 
casualties is high. However, with appropriate use of medical countetmeasures and 
continued aggressive work on detection systems that provide continuous, integrated, 
automated, standoff waming and rep01ting, many casualties can be prevented or minimized, 
and the fighting strength of our forces can be conserved. 
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