Landpower Essay

No. 04-8W
December 2004

An Institute of Land Warfare Publication

Nonlinear, Noncontiguous Operations
and the Control of Indirect Fires
and Close Air Support
by
Donald F. Wilkins
Operation Iraqi Freedom offers insights into the conduct of future wars. In the coming “savage
wars of peace,”1 units widely dispersed across disputed territory will be conducting a wide range of
simultaneous missions, combat as well as peacekeeping. Opposition forces can appear at any time,
operating against support and logistics elements as well as traditional combat units. In this new type
of nonlinear war, all units, whether combat arms or combat support, must identify friendly and
unfriendly forces on an ever-changing battlefield and operate communications systems with enhanced
networking functions. The latter, combined with new capabilities in processing and integration, can
radically transform the control of indirect fires (IF) and close air support (CAS).
Traditionally, control of IF/CAS resides with scarce highly trained specialists.2 Even with
innovative approaches by the Army and the Air Force to cross-train IF and CAS controllers they are
numerically limited and may not be present everywhere they are needed. Paradoxically the awesome
power of U.S. IF/CAS arms, if misdirected, can pose the greatest risk to U.S. land forces in future
operations.
Given the Army’s superiority in trained Soldiers and advanced equipment, only a foolish enemy
will directly confront a combat unit. In unconventional—but in the 21st century, more prevalent—
stability operations the Army will oppose small units of irregular forces, remnants of the previous
government or those in opposition to the existing government combined, in some areas, with terrorists.
To deal with these adversaries, platoon-sized or smaller elements will be needed to find, fix and
destroy the enemy.
One of the paradigms of the Future Combat Systems (FCS)3 is that the planned transformation
will provide Army units the ability to operate within the opponent’s decision cycle. This means the
Army will act before the enemy can, assess the results of its action and act again before the enemy
can react to the first action. However, small units employed in stabilization operations will find it
difficult—and support units impossible—to unsettle foes who strike at a time and on terrain of their
own choosing.
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The transition to stability operations reduces the advantages a combat unit holds in more
conventional operations. At the conclusion of major combat operations, such as occurred in May
2003 in Iraq, U.S. forces which had been operating in large units began operating in small units,
often dismounted from vehicles. The communications infrastructure down to the individual Soldier,
which could provide rapid information dissemination down the chain of command and responses to
emergency fire support needs, doesn’t exist.4
In stability operations, an opponent will perceive the Army’s Achilles’ heel to be its logistics
elements.5 The Army is shrinking its logistical umbilical cord by delivering just in time just what is
needed where it is needed. Logistics units travel in unprotected vehicles often filled with explosives
or fuel. Logistics elements do not have the firepower, either direct or indirect, that a combat unit
does. Scarce indirect fire control personnel are assigned to combat units, leaving logistics units
without the capability to direct supporting fires.
Unlike combat units, logistics units are more prone to operate in patterns. If a unit establishes
recognizable patterns, the enemy learns of those patterns over time and the advantage will shift.
Ambushes can be planned and set, explosive devices laid, and even the local population warned to
stay away from the coming battle. At the time and place of his choosing, the enemy can strike. Even
a highly trained combat unit would face difficulties in dealing with such an adverse situation.
To the enemy the logistics tail must seem an opportune target: it doesn’t have the firepower of a
combat unit yet is rich in visuals, with burning trucks, American casualties and hostages for the news
cameras. Ideally, the enemy attack will be detected before it can be launched. This may not always
be possible, however, and in this event supporting fires are essential to disrupt the enemy’s attack.
Spreading to more Soldiers the ability to direct fires will require a different approach, one that
does not compromise precision or endanger friendly forces and civilians. Current technology integrated
with appropriately trained Soldiers can provide direct fire support for all echelons. However, the
current system does not and cannot support the Army when it is deployed in stability operations to
provide security and humanitarian aid to a dysfunctional state.
The proposed system described in this paper is the Joint Observer Controller (JOC). The JOC
uses an integrated design composed of readily available technologies to simplify and improve the
observation and control of IF and CAS. Joint fires under this system are available to small units and
logistics units.

Control Methods
Latency is the grit in the cycle of operational efficiency. Latency can be fatal in close combat.
IF/CAS can shorten close combat and thereby reduce casualties. An overwhelming concern should
be a significant reduction in the shooter-to-observer cycle.
The three general control techniques are command/response, control by assent and control by
exception.6 Command/response is the current method for controlling IF/CAS. This technique is
rigid, consumes a great deal of time to execute and assumes that much, if not all, of the information
relating to the event resides in the command node. Control by assent allows greater autonomy to the
node responsible for executing the action. The command node must at certain key points agree with
the course of action, otherwise the course will not be pursued. This method is typically faster than
the command/response method and consumes less bandwidth. Control by exception provides even
greater autonomy to the executing node. Unless the command node provides a countervailing
instruction the executing node will continue on its course of action.
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The latter two control methods assume that information is spread across the network and that
reliable communications are available. They also significantly shorten the sensor-to-shooter cycle.
With the advent of faster processors, larger memories and new communications systems, control by
assent would more widely disseminate the benefits of IF/CAS to Soldiers who would not receive
that support under the current system.

Current Indirect Fires/Close Air Support
The fires that potentially can support an Army unit are breathtaking in their flexibility, variety,
amount and power. Organic units such as mortars can provide high explosive and smoke rounds.
Field artillery can use cannon and rockets to engage personnel, bunkers or armor. Air support can
come from helicopters, fighter bombers, gunships, attack aircraft, strategic bombers and, in the
future, Unmanned Aerial Vehicles (UAVs). If the Army unit is close to a sea, then naval gunfire,
airpower and missiles can be added to the mix. Controlling this torrent of weapons under enemy fire
requires extensive training and exceptional skills.
Joint operations traditionally require that each service employing fire support or CAS provide its
own controllers to the supported unit. Each of the services uses different procedures for controlling
each type of supporting fire. A major problem in joint operations is the need to translate between
different dialects. An additional complication is the sheer size of the control elements and the quantities
of equipment needed to support them. Operations with allies add further complications. Currently an
allied forward observer (FO) has no method for controlling U.S. IF or CAS.

Forward Observers
The Army trains its Soldiers in the rudiments of controlling indirect fire from tube weapons but
relies on specially trained FOs in most other situations. Artillery and FOs are trained to quickly
engage targets. A constant problem in nonlinear operations is relaying information so targets can be
rapidly, safely and effectively engaged. Tactical intelligence must be rapidly developed to identify a
viable target and the data passed to the guns before the target disappears.
The FO provides, in three separate messages, the elements of the call for fire (observer
identification, target location, description and method of engagement). These messages and the
responses from the Fire Direction Center (FDC) through voice links usually require several minutes
to complete.
A call for fire (CFF) is a message prepared by the observer. It contains all information the FDC
needs to determine the method of attack. It is a request for fire, not an order. Information is sent as
it is determined rather than waiting until a complete call for fire has been prepared.
Regardless of the method of target location used, the normal call for fire is sent in three parts
consisting of six elements (shown in the sequence in which they are transmitted):
•

observer identification;

•

warning order;

•

target location;

•

target description;

•

method of engagement;

•

method of fire and control.
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The three transmissions in a call for fire are as follows:
•

observer identification and warning order;

•

target location;

•

description of target, method of engagement and method of fire and control.

A break follows each transmission, and the FDC reads back the data. As might be expected,
these transmissions can take several minutes, particularly if challenge-and-reply authentication
is mandated.

Tactical Air Control
An Air Force air support operations squadron, which comprises about 20 enlisted tactical air
control (ETAC) teams, is integrated into every Army combat division. Two-person ETAC teams as
forward air controllers (FACs) guide pilots in attacking targets. Their role is critical in CAS operations,
particularly when ground troops are closely engaged with the enemy.7 However, these important
teams might not be available where needed.
The following is an example of a mission that used voice to direct an air strike. U.S. Navy
Captain William Deaver, commander of Carrier Air Wing 1 aboard the U.S.S. America, described a
typical “talk-on” between a forward air controller and a pilot:8
FAC:
Pilot:
FAC:

Pilot:
FAC:
Pilot:
FAC:
Pilot:
FAC:
Pilot:

Do you see the big crossroads in the middle of town?
Yes, I do.
Do you see the church? To the northwest of the church is a large soccer field. Do
you see the soccer field?
Yes, I do.
That is one “unit” [an improvised measurement of distance]. From the center of
town where the crossroads is, look to the south three units. Do you see that?
Yes, I do.
Do you see the road running to the south of the large open pit?
Yes, I do.
One unit to the west of that pit, down that road, is three buildings. Do you see them?
Yes, I do.
Do you see the one with the red roof?
Yes, I do.

FAC:

That’s your target.

Pilot:
FAC:

This example shows what a highly trained FAC can accomplish with little equipment other than
a radio.9 The target was destroyed, but it took time over a communications link that might have been
jammed by a more sophisticated opponent.
Other problems are associated with the current CAS control system.10 CAS controllers in recent
conflicts backpacked loads that exceeded their body weight over desert sands and in thin air through
high mountains. CAS controllers are trained to distinguish which target is attacked by a particular
aircraft by observing the aircraft’s flight path and attitude, but tests conducted at the Army’s National
Training Center (NTC) at Fort Irwin, California, showed the CAS controllers had a success rate of
less than 50 percent. This can be particularly dangerous; 20 percent of fratricide incidents result

4

from a pilot misidentifying the target, 80 percent because the pilot was assigned a friendly force as
the target. The average time from a CAS aircraft arriving on the battlefield to its dropping ordnance
was 35 minutes. In one-third of cases aircraft waited so long they had to return to base without
expending their weapons. The commander’s intent with CAS was achieved only 27 percent of the
time in the simulated missions.

Commanders’ Observations
Operations in Afghanistan and Iraq highlight problems with the traditional fire control methods.
Major General Franklin Hagenbeck, commander of the 10th Mountain Division during Operation
Anaconda (an attempt to squeeze al Qaeda’s mountain strongholds), has written:
There were not enough GFACs [Ground Forward Air Controllers] or ETACs in [the] inventory
to support every maneuver unit. . . . This war became platoon fights separated by distances
in very rugged terrain with too few ETACs to go around. . . . On the first day of the operation,
one platoon of 1-87 IN [Infantry Battalion] fought all day. That platoon happened to have the
battalion commander and an ETAC in it. That night the ETAC was extracted. For the next
twenty-four hours until we could get the ETAC reinserted, not even the battalion commander
could call in precision fires. What happens if the ETAC is injured and has to be medevaced,
or is killed?11
Logistics units amplify this concern. Often isolated from combat troops and traveling in unarmored
trucks carrying explosives or fuel elements, supply units are vulnerable to ambush and are highvalue targets warranting considerable effort by the opponent.
Major General William Webster, the 3d Infantry Division commander, notes that in the Iraq war,
there were one or two [Air Force ETAC teams] available for any battalion at any one time,
and those were just the combat battalions. If you look farther to the rear now, or elsewhere
in the division, our support brigades also need the ability to deliver joint fires, because of
things that may happen that are not in the forward area.12
As a partial solution to the problem of limited numbers, the 101st Airborne Division (Air Assault)
is training “joint fire control teams,” multiservice troops trained to call in strikes from air, sea or
ground weapons.13 These activities are increasing the number of personnel trained to call in indirect
fires as well as CAS. These increased numbers still will not solve the problem of providing support
to small units.

An Opposing Observation
Objections have been raised to changing the current CAS system, a system that has performed
well in the two wars with Iraq. Proponents of current CAS procedures note that U.S. forces in those
conflicts enjoyed an abundance of CAS, so much so that air assets could be on target within five
minutes of a request for CAS.14 The U.S. military seeks to minimize the costs of close combat and
would avoid it entirely if the enemy could be destroyed before contact is made. This capability has
been honed to an impressive pitch, with strikes occurring within close proximity of friendly forces.15
The ability to guide close air attacks without excessive risk has been due, in large measure, to the
highly skilled ETACs dedicated to this single, complex, extremely demanding task.
These observations are quite true when limited to the combat phase of the Afghanistan and Iraq
campaigns. They have not been true in the stabilization phases. Enemy forces attacking small units
have been able to inflict casualties and damage before a significant response can be marshaled.
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Adaptation to a new and hostile environment requires new structures and new behaviors.
Technology combined with training and new organization can bring the advantages of close indirect
fire support to more elements than have been previously supported.

The Joint Observer Controller (JOC)
The end result of military Network-Centric Operations (NCO)16 should be the ability to employ
Air Force, Army, Navy and Marine fires in support of the mission. The primary focus is shortening
the kill chain and facilitating the synchronized flow of relevant information by extending the
Global Information Grid (GIG) 17 to the observer/controller. FCS units will conduct rapid,
integrated and near-simultaneous operations. This type of fighting will put a premium on identifying
friendly and unfriendly forces in a combat area, communicating long range and enhancing networking capabilities.
Quick reaction to targets is essential to operating within the opponent’s decision cycle. The
ability of joint fires combining their individual capabilities to strike the appropriate foe in the close
and deep battle will enable the commander to efficiently control the fight. As the Army transforms,
the importance of shortening the kill cycle increases. FCS relies on precision fires that in turn rely on
accurate actionable intelligence.
To provide the ability to control IF/CAS the military will require JOCs who are so numerous that
small units can be supported and capable of directing fire support from all three services. The JOC
will be equipped with an integrated system of commercial off-the-shelf equipment (COTS) which
simplifies the process of controlling CAS and indirect fire. The system will be designed for simplicity
of use: the JOC will not require the long training period current controllers require. The proposed
system architecture is shown in figure 1.

Design for Aided Fire Support
A number of methods are used to direct IF/CAS. To keep the design simple the polar plot
mission was selected as the system requirement. A polar plot mission mandates that the observer’s
location must be known to the FDC. The observer sends the target direction, distance and vertical
shift (how far the target is above or below the observer).
The proposed system uses items that are commercially available. In the proposed system, the
elements are integrated, designed to eliminate mistakes and provide “one push support” in which
operator interactions requesting support are minimized. The kill chain time would also be shortened
by employing command by acceptance and more intelligence at the nodes. Higher commands could
still set priorities and cancel attacks, but the information needed for engaging the enemy would be
quickly and efficiently sent to the shooter.
Hardware Platform. Computational power continues along the lines proposed by Gordon Moore,
one of the cofounders of Intel.18 Microprocessors operating at 1 to 3 Gigahertz (GHz) are available,
which would mean that between 250 million and 750 million instructions per second could be executed.
Processing the complex geometrical relationships needed by the JOC can be performed in real time
by handheld computers. Graphic accelerators building images from databases can generate images
for the operator and guide him through the control process. The amount of memory available in
consumer applications is astounding.19 Multiple billions of bytes provide storage space for maps,
images and databases, the foundations for real-world modeling systems that provide the JOC the
cumulative experience of highly trained fire controllers.
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Figure 1. Proposed Indirect Fires/Close Air Support Control System
Architecture
FCS postulates that each unit maintains a database called the Common Relevant Operating
Picture (CROP). The CROP for a subordinate unit will be that fragment of the higher unit’s CROP
pertinent to that lower unit’s mission. A company’s CROP is a subset of the battalion CROP. The CROP
is a distributed database; each organization is responsible for maintaining its own common database.
In the operational view the CROP appears as a sending and receiving node. The common
databases of subordinate, peer and upper units will coordinate synchronization with one another.
CROP updates are transmitted at approximately 10 kilobits per second (kbps). This implies that only
small changes are made in the CROP until the units are physically reunited. A large memory storage
device will be needed to carry the many intelligence items, maps, reconnaissance images and other
details needed for a successful fire control/CAS mission.
Software Architecture. Interoperability among the elements of the joint force can be ensured by the
System of Systems Common Operating Environment (SoSCOE). This layered software design, shown
in figure 2, renders the design immune to hardware changes. Of more significance, software
applications can be written once and then applied to different hardware implementations.
The following section describes an application that can be used to implement the JOC.
Model-Based Reasoning. Controlling indirect fires is an exceedingly complex task performed under
extremely difficult conditions. Even with the best possible training, mistakes will be made. During
the Afghanistan campaign a B-52 dropped a bomb on a Special Forces position when the controller
inadvertently transmitted the unit’s position instead of the enemy’s location. Other “blue-on-blue”
(friendly fire) incidents have occurred when coordinates were mistakenly entered into the transmitter.
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Figure 2. System of Systems Common Operating Environment

The Japanese undertake in their manufacturing a process called “poke yoka,” translated usually
as “fool-proofing” or perhaps “idiot-proofing.”20 Whenever an error occurs on a production line the
mistake is analyzed with the intent of ensuring, usually through mechanization, that the mistake can
never occur again.
The equipment used in fire control operations is not integrated and does not incorporate fail-safe
measures other than the operator’s training. A simple approach would link the equipment so that
data automatically transfers from measuring element to transmitting element. Fail-safe rules embedded
in an expert system would preclude mistakes such as targeting one’s own position. Other rules
would examine the database to ensure that the appropriate weapons were requested for the area,
taking into account friendly force and civilian locations.

The Soldier as Internet Protocol Node
In its transformation the Army is seeking to replace weight and killing power with knowledge.
Precision is the defining requirement: precision in locating the enemy, precision in placing friendly
units in a position of advantage, precision in destroying the enemy.
The Tactical Internet (TI), designed to operate with fire support units and combat service support units, provides the communications for that precision. TI is an information system that provides
horizontal and vertical digital information exchange at multiple echelons (from platform to platform,
or from platforms up through commanders). Physically it is a network of routers and radios that
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utilize network protocols to disseminate situational awareness (SA) data and command and control
(C2) traffic. The SA data provides position information on each friendly platform reporting on the TI
as well as enemy and obstacle reports provided by friendly platforms. The C2 information can send
a message to specific addresses, a group address or a multicast to multiple groups on the local net.
To achieve this objective the Soldier will need four technologies: a method to communicate critical
information to the indirect fire element, a method to determine his location, a method to determine the
enemy’s location, and the training to use the equipment to produce the desired results.
The new communications links platform is the Joint Tactical Radio System (JTRS). The current
proposal would provide two waveforms to the individual Soldier: the Single Channel Ground and
Airborne Radio System (SINCGARS) and the Small Unit Operation-Derivative (SUO-D).
SINCGARS operates in the low end of the very high frequency (VHF) band, 30 to 38 MegaHertz
(MHz). The SINCGARS waveform can be operated without encryption for anti-jam (A/J)
communication or with encryption for secure, A/J communications. SINCGARS uses a frequencyhopping algorithm to enhance security and the Joint Variable Message Format (JVMF) message set.
SUO-D is a new waveform provided by JTRS. It operates in the frequency range between 20 MHz
and 2.5 GHz. Depending on the range the waveform can provide between two kbps and three
Megabits per second (Mbps).
Commercial communications are pointing the way to linking Soldiers into a network. Internet
Protocol (IP) applied at the communications systems network layer provides a foundation for seamless
end-to-end communications. The Soldier becomes an IP node through the implementation of four
essential web-enabling components: IP, Extensible Markup Language (xML), Universal Resource
Locator (URL) and browser-based applications.
IP version 6 (IPv6). Interfaces will be standardized through the IP. Using the IP, Soldiers can have
standard addresses for accessing, just like the telephone system. This provides a common mechanism
for moving data on standard networks from the Soldier anywhere in the world. IP-enabling our
information systems will permit them to be connected to the Joint Armed Forces shared network,
e.g., Non-Secure Internet Protocol Router Network (NIPRNet) or Secret Internet Protocol Router
Network (SIPRNet). As with the telephone system, once connected the caller needs only the address
(telephone number) of the party to be called. He can call from anyplace on the globe, and the
connection path and media are transparent.
The current IP standard is version 4 or IPv4. This will be replaced with IPv6, which will allow
the network to utilize 128 bits in its addressing (equivalent to 3.4x1038 nodes), enough to give every
bullet in the Navy, Air Force and Army its own IP address if anyone could come up with a reason to
do so.21 Certainly, each Soldier and each vehicle would have its own IP address. IPv6 provides for
multicasting, the ability to transmit the same message to multiple stations and mobile nodes. It also
fully supports Encapsulating Security Protocol/IP Security Protocol (ESP/IPSec) for security.
Extensible Markup Language. Data transfers will use the xML to aid publishing of and searching
through information via a standard language, just as English is the standard language for pilots. With
xML as a tool the Soldier can publish data to a global data storage network. The data is stored in a
“universal” format available to many systems and users. Anyone using the global data storage network
and common description labels provided in xML can find any item within the database.
Universal Resource Locators. URLs and browser-based applications, when combined with xML
and IP, provide users with tools to efficiently and quickly access and use applications. Adopting a
URL provides a network address for any information system so it can be accessed from anywhere
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on the net via a directory. When applications are browser-based, users are presented with a simple
and consistent way of interacting with them—just like the computer one uses at home.
Browser-based Applications. Browser-enabling an information system permits access to the
application and data from the network through a wide variety of devices (e.g., handhelds) not just
personal computers, keeping the system up to date with the latest revisions.

Location, Location
Once the JOC has the necessary processor, memory and communications, the location of friendly
forces and hostiles must be determined.
Differential Global Positioning System. U.S. forces make widespread use of the Global Positioning
System (GPS), which provides location within one to five meters of error.22 It is surprising that its
cousin, differential GPS, is not used as much. Differential GPS involves two receivers, one stationary
and another mobile. Four satellites transmitting timing signals are needed to establish a position.
Each timing signal has an error or delay induced by variations in the atmosphere. The stationary or
reference receiver is located at a point that has been accurately surveyed. When the reference
receiver and the second receiver are fairly close to each other, say within a few hundred kilometers,
the signals that reach both of them will have traveled through virtually the same slice of atmosphere,
and so will have virtually the same errors. The reference receiver, rather than calculating its position,
uses its known position to back calculate the timing errors. It provides correction information to the
other receivers which, for various reasons, are less certain of their locations. In this manner virtually
all errors can be eliminated from the system, even the selective availability error that the Department
of Defense (DoD) deliberately adds. Differential GPS can provide the location of a moving vehicle
to within an accuracy of three or four millimeters. Such resolutions would pinpoint a friendly unit’s
location enough for close supporting fires.
Blue Force Tracking (BFT). In Iraq the Army deployed the Force XXI Battle Command Brigade
and Below (FBCB2) system.23 FBCB2 transmits, receives and displays friendly and enemy positions
on common digital map base and satellite imagery. This information provided to the JOC and the
weapon systems operators will permit the enemy to be engaged without fratricide.
Ranging Devices. CAS controllers and forward observers s use laser designators to determine
distance to targets. The devices provide excellent accuracy up to five miles away if a direct line of
sight can be found. Unfortunately, the laser designators are expensive and heavy, unsuitable for
JOC operations.24
The JOC would use simple, handheld radar. Although it would be effective out to only 3,000 feet,
the radar would be suitable for an enemy who has closed with a small unit with an urgent need for
supporting fires but without a specialized controller. Radar has the additional benefit of being relatively
unaffected by smoke and dust. It would also be light and draw relatively low power as compared to
a laser designator. A magnetic compass and inclinometer are affixed to the radar. These two sensors
provide direction and elevation of the target with respect to the JOC. The information is transmitted
to the Soldier. This reduces the possibility of a mistake in relaying data that could cause an error in
weapons impact.
Voice and Images. Fire support can be summoned using voice or data links. The advantage of data
links is speed and accuracy of data transmission. However, if the data entered is incorrect, as
happened during the liberation of Afghanistan, the result can be a fratricide incident.25 Also, when
the controller is under fire, data entry into the link can be problematic. Voice, on the other hand, can
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be more descriptive than a JVMF message. Guiding a weapons system to a target using just voice
can be a long process and subject to confusion. Furthermore, when the Soldiers are in close proximity
to the enemy, the need to keep voices low is paramount.26
In the proposed JOC design the controller also carries a camera. Transmitting an image,
particularly one that is geospatially referenced, to the aircraft or artillery would significantly lower
the time to locate the target. The pilot would see what the controller sees. In the case of CAS, as the
pilot sees the target the probability of a kill on a single pass increases survivability. Even if the target
is not present in the image, the image would reduce the area that needed searching.
The bandwidth of the SUO-D waveform, as shown in the following calculations, offers the
ability with a suitable compression algorithm of passing a still picture from the Soldier to a fire
support element. If the Soldier is using a camera with a resolution of 640 x 480 picture elements
(pixels) with 24 bits assigned to each pixel, a single image will generate 921,600 bytes. A suitable
compression algorithm, such as JPEG 2000 (50:1 compression), will reduce that to 18,432 bytes, but
header information will swell the data back to 35,632 bytes. At the 3 Mbps data rate the image will
transfer in approximately 0.1 second. The ability to transfer an image that quickly could have a
profound effect on the ability to control indirect fires.27
Indirect fire elements and CAS would use images as positive target identification in high-risk
areas where noncombatants are present. Appropriate selection of ammunition and fuzing options
would minimize collateral damage. The images also provide an additional measure of security. If the
camera is pointed at the position occupied by friendly forces the weapons operators may be able to
recognize equipment.
Unmanned Aerial Vehicle and Unmanned Ground Vehicle Control. Battle space conditions,
including fog, low clouds, rain, snow and obscurants (such as fog, oil, dust and smoke) affect IF/
CAS targeting. These conditions degrade both electro-optical and radar targeting systems as well as
laser rangefinder/designators. In addition, complex, compartmentalized terrain such as urban areas
or mountainous environments limit line-of-sight distances and increase the difficulty of target detection.
Air defense weapons represent an increased threat to CAS.28 It is probable that air defense ambushes
and the innovative use of passive air defense weapons (i.e., man-portable air defense system, light
antiaircraft artillery) may be encountered anywhere on the battlefield. This can place both manned
and unmanned aircraft at greater risk than in previous contingencies. Aviation assets represent highvalue targets that an opponent exercising asymmetric tactics would attack.29
The Army is developing Manned and Unmanned (MUM) air maneuver teams comprising the
AH-64 Apache attack helicopter and armed UAV. Each MUM team member complements and
compensates for the strengths and vulnerabilities of the other.30 One can extrapolate a similar team
in which infantrymen control the UAVs and Unmanned Ground Vehicles (UGVs) to accomplish the
mission—call it the Robot and Dismount (RAD) team.
At this stage of development UAVs and UGVs resemble the first tanks employed at Cambrai in
November 1917. Technically impressive in some ways, lame in others, UAVs and UGVs today and
the first tanks in 1917 suffered from doctrinal shortcomings that severely limited their utility. Part of
this is reactionary: the cavalry didn’t want to be replaced by mechanical monsters, and pilots don’t
want to compete with computers.31 A lack of imagination and technological limitations also are
factors in utilizing a new technology.
MUM systems using UGVs, UAVs or a combination of the two could provide synergies in
operations. An armed UAV or UGV can:
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•
•
•
•
•
•
•

•
•
•

perform the dirty, dangerous business of ferreting out concealed enemy forces;
provide precision engagement with on-board weapons or provide precise target location updates
for indirect fire/beyond-line-of-sight (BLOS) weapons;
with a variety of sensors identify and engage targets employing camouflage, cover, concealment,
deception and denial (C3D2);
minimize latency between target acquisition and target engagement; and
perform real-time battle damage assessment.
NATO has developed five definitions of UAV control:32
Level 1—Indirect receipt of secondary imagery or data;
Level 2—Direct receipt of payload data by a controller/receiver where “direct” covers reception
of the UAV payload data by the controller/receiver when it has direct line-of-sight with the UAV
or a relay device which has direct line-of-sight with the UAV;
Level 3—Level 2 interoperability and control of the UAV payload by a controller/receiver;
Level 4—Level 3 interoperability and UAV flight control by a controller/receiver; and
Level 5—Level 4 interoperability and the ability of the controller/receiver to launch and recover
the UAV.
A similar set of definitions could be applied to UGVs.

To obtain the full effect of the MUM systems, control of the robotic vehicles must be allocated
to the individual Soldier. Again, simplicity is important. A commercial program that uses a map
sketched on a Personal Digital Assistant (PDA) provides an uncomplicated method of controlling
the path of a robotic vehicle.

Training
A number of factors have coincided to reduce the ability of the military to conduct training,
including a large reduction in the availability of artillery training ammunition and the number of
training areas that allow the firing of artillery ammunition.33 In addition, many restrictions have been
placed on the firing of artillery ammunition at ranges still operating. For example, during many months
of the year the potential for starting a wildfire from exploding artillery shells prohibits live fire training.
The close proximity of populated civilian areas can also limit the time of day artillery can be fired due
to noise restrictions. The presence of endangered wildlife and other environmental concerns surrounding the firing of various artillery munitions, such as white phosphorus, severely limits artillery live fire.34
Budget reductions, in addition to the limitations of live fire opportunities, have adversely affected
the proficiency of the forward observer.35 For these reasons, an alternative method for training the forward observer must be found to provide almost realistic environments to accomplish the fire missions.
One solution is to develop and use computer simulation. Many such simulations for the training
of the forward observer do exist.36 Similar programs could be developed for CAS controllers. A
good stand-alone simulation for forward observer training can be written with modern technology
using geographic and digital elevation data that appears realistic. The training could be provided on
personal computers currently available at the unit level.
Simulation can provide initial and sustainment training for the JOC by enabling the student to
practice locating targets, calling for and adjusting IF/CAS, and reporting the results of support on a
simulated battlefield. An instructor would build and control battlefield scenarios while inserting
uncertainty into the simulation.
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Thunder Run Revisited
Artillery and CAS can play a major, active role in convoy escort and operations conducted in
rugged terrain and urban areas. Precision-guided munitions, such as the forthcoming Excalibur, will
have a vital role in these missions. Receiving critical information on a viable target will be a difficult
problem for artillery and attack aircraft when specialized controllers are unavailable. The following
scenario, based on the “Thunder Run” into Baghdad conducted by 2d Brigade Combat Team, 3d
Infantry Division,37 will demonstrate how the proposed system can resolve this problem.
A brigade is tasked with seizing an urban area that serves as the political center of power for an
opposing force. The thrust is supported by a long supply line extending through contested territory.
Small elements are deployed to secure key intersections.
The commander preplanned fires on overpasses where the enemy had fired down on a previous
force that had entered the area. High explosive point detonating (HEPD) shells exploding 10 to 15
meters above the ground had cleared the enemy without damaging the roads. However, irregulars
continue to attack the armored columns from bunkers with “technicals”—civilian vehicles, usually
pickups, rigged with heavy weapons—and suicide vehicles.38
Images from an overhead UAV or the JOC support the column as it moves to its objective.
Soldiers anywhere along the length of the column call in fire support or CAS. The element commander
has veto power over the calls. Artillery is directed against the enemy as they move up to support the
fight. Geospatial annotated images guide precision-guided munitions (PGMs) onto bunkers and other
fortified strong points.
During the incursion one of the M1A1 Abrams tanks is disabled. The disabled tank with its crew
is left behind as the column proceeds on its mission. A UAV patrols over the disabled vehicle and
transmits images directly to the tank. The crew, using the JOC system, call in fire support to destroy
any enemy attempting to attack the tank.
Mechanized infantry are deployed to control critical points along the supply line. At one of the
positions, an infantry platoon with a mortar section, 80 Soldiers and Bradley Fighting Vehicles—but
no tanks—are charged with defending a critical interchange. Under attack from multiple axes the
unit commander uses images relayed from a UAV to engage enemy forces as they mass for an
assault. The engagement could include IF/CAS as they are assigned priority to his element.
A refuel and rearm (R2) convoy is dispatched to provide urgent supplies to beleaguered units
within hostile territory. The convoy comprises thin-skinned ammunition and fuel trucks. Before the
convoy departs the commander is assigned priority of support, which changes as the column moves.
The JOC identifies targets of opportunity, which are forwarded to the IF/CAS nodes. These nodes
have information about the status of other nodes, the commanders’ intent and the priorities of support.
The support mission is executed by acceptance. In this example, artillery initially has priority in
support of the convoy. However, the commander has changed priorities, allocating the artillery to
support of a hard-pressed infantry unit, so an alternate support must be used. The second priority is
a UAV, but it has been disabled. The third priority is a Marine Cobra helicopter. The Marine pilot
broadcasts that the Cobra will engage the target. The command chain acknowledges the action and
the mission is executed.

Conclusion
The operational environment in which the military will function will be more challenging than any
faced in the past. Operations will be conducted in complex topography (i.e., urban terrain) against
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an enemy equipped with advanced communications, sensors, weapons technology, weapons of mass
destruction and special operating force and insurgent/terrorist capabilities on a battlefield where
hostile forces intermingle with noncombatants.
Potential adversaries are adaptable and technologically savvy, leveraging proprietary and
commercial information and technology combined with creative tactics to circumvent the technological
superiority U.S. forces previously enjoyed. This danger is enhanced as criminal groups, terrorist
cells and religious extremists fail to recognize the laws of war. They are willing, without hesitation,
to exploit civilian populations to meet their objectives while evading detection and destruction.
The enemy’s goal will be to fracture U.S. and coalition resolve by targeting selected U.S. and
allied facilities, inflicting unacceptable casualties and prolonging and increasing the cost of continued
hostilities. He will exert continuous pressure on vulnerable friendly forces across the operational
environment, attempting to deny any sanctuary to the friendly force. Although the enemy may tactically
mass to take advantage of a target of opportunity, he will most likely be satisfied to achieve an
operational stalemate, waiting out U.S. and coalition resolve while preserving his military capabilities
for future employment when conditions for success are more favorable.
Large, costly military operations will receive the attention of the global media. With the media’s
expanding access to independent information and communications systems, its impact will be virtually
impossible to control, making it a potential ally to the enemy’s cause. The enemy will attempt to
exploit the international media through coverage of friendly setbacks to gain sympathy for his cause.
Three converging revolutions—one in information processing, one in unmanned vehicles and the
third in precision munitions—will provide incredible offensive and defensive capabilities to small
units and elements not usually associated with combat. The effects of these revolutions must flow
down to the individual Soldier. Otherwise, the benefits of increased speed and tactical intelligence
will be dissipated within the command and control structure.
The Army in many of its missions is operating in small groups, often widely dispersed. Specialized
fire support personnel are not always available in these small units. The JOC concept expands the
capability to control IF/CAS. Process simplification, system integration and expert systems will
enable the typical Soldier to control IF/CAS in the multiple methods provided by the U.S. Army, Air
Force, Marine Corps and Navy. Commanders will have more flexibility in providing inorganic weapon
support without worrying about whether the unit has matching personnel skills to control and direct
the support.
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