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ISSUE

As the U.S. military transforms for
great-power competition, battlefield
effectiveness will largely depend upon
its ability to outperform the decision-
making cycles of its peer competitors.

As the U.S. restructures its military for great-power competition, battle-
field effectiveness will be dependent upon the U.S. military’s ability to
outperform the decisionmaking cycle of its near-peer competitors. Speed
is of the essence—how quickly the military can collect data from its sen-
sors, analyze the data, discern the important information, send it to the

relevant operators and optimally respond. An increasingly integrated and
interoperable force with a shared understanding of the common oper-
ating environment is critical to the military’s ability to accomplish this
convergence of capabilities.

The DoD Joint Warfighting Concept (JWC) describes all-domain operations
and envisions a joint kill web that can rapidly and efficiently link any sen-
sor to any shooter—the principle of convergence—through the supporting
concept of Joint All-Domain Command and Control (JADC2). Achieving
convergence demands laser-focused prioritization and synergy between the
services. The U.S. Army will play a central role in JADC?2 as it: informs the
development of the operational and tactical network; provides the logistical
backbone for JWC; and tests convergence in a series of collaborative exper-
iments with the services, agencies and international partners.

B The Strategic Environment

In the 2020s and beyond, the U.S. military must be strategically agile, respon-
sive and lethal. China and Russia are investing heavily in ways to mitigate
U.S. capabilities in each domain—Iland, air, sea, space and cyberspace—by:

* contesting access to the battlefield through antiaccess/area denial (A2/
AD) bubbles maintained by rapidly mobile platforms;

* leveraging growing urbanization and other terrain that hinder line-of-
sight targeting; and,

* capitalizing on a strategically sensitive and dynamic environment.!

Operating under conditions that potentially limit the joint force’s ability to
strategically deploy and employ its forces—as well as to operationally ma-
neuver them in theater—requires a modernized command and control (C2)
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Describes Army and joint implemen-
tation of JADC2.

INSIGHTS

Data management and sharing across
a common operating environment

is critical to the military’s ability to
achieve the necessary convergence of
capabilities.

JADC2 requires transformational
changes within DoD and the Army,
particularly in data sharing, network
support capabilities, artificial intelli-
gence (Al) in the decisionmaking cycle
and adaptations to force structure.

JADC2 is about getting the data and
connections right; it is not about a
particular platform.
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enterprise. This must be able to rapidly converge all
capabilities of the United States and its allies to de-
ter, and, if necessary, to defeat near-peer and other
competitors.

M Legacy System Shortfalls

Current C2 programs use decades-old platforms
that are “not optimized for the speed, complexity
and lethality of future conflict.”?> The services can-
not efficiently leverage or send data or commands
to other services’ platforms, and they do not have
supporting structures to enable future C2. The 2018
National Defense Strategy (NDS) underscored the
importance of modernizing C2 systems, stating that
future battles will be won with speed, increased au-
tonomy and dispersed units across degraded envi-
ronments.’

B Joint Warfighting Concept (JWC)

DoD leadership envisions a future without lines on the battlefield built
around a unified C2 system in which a multidomain approach—engaging
and integrating ground, air, sea, cyber and space operations—is necessary
to challenge a near-peer adversary.* JWC is a critical concept and is driving
future research and development and acquisition, together with integrating
combatant command reviews and service plans. As such, the concept’s de-
velopment is a DoD priority.’

B JADC2

The DoD JADC?2 strategy, approved in May of 2021 by Secretary of De-
fense Lloyd Austin, articulates DoD’s approach to implementing JADC2;
it describes JADC?2 as the warfighting capability to sense, detect and act,
thereby increasing interoperability and decision speed in competition
through conflict and across all domains. JADC?2 is a data-centric framework
for continuous C2 capability that supports the JWC® and enables the joint
force to rapidly converge effects that contribute to deterrence and enable
mission success through decision dominance.

JADC?2 refers to all joint C2 implementation, including:

Building its architecture for connectivity;

delegating authority;

integrating artificial intelligence (Al) decisionmaking;

providing human capability at echelon;

training leaders; and

A

synchronizing staff and empowering their real-time decisionmaking.’

As speed and scale are critical in the future fight, JADC2 will establish a
meshed network that, in real time, will bring data from the services into a
“shareable data lake,”® linking sensors from all domains—Iland, air, sea, space
and cyberspace.’ Using Al software, databases, processors and algorithms, it

Joint All-Domain Command and Control
(JADC2) proactively provides support capabilities
exactly where Joint Task Force-Civil Support
may need it during Defense Support of Civil Au-
thorities operations by synergizing multiple data
feeds through real-time end-user reporting and
collaborative planning (U.S. Navy photo by Mass
Communication Specialist 2nd Class Michael H.
Lehman).

JOINT WARFIGHTING
CONCEPT’S FOUR SUPPORTING
CONCEPTS

e Command and Control
e Fires
o Contested Logistics

e Information Advantage

WWWw.ausa.org




will convert reconnaissance information into iden-
tifiable and prioritized targets faster than a human
analyst. Targeting data will be sent for execution to
the optimally-positioned unit/capability, be it kinet-
ic, cyber, electronic warfare (EW) or information
operations (10).'°

JADC2 and its meshed network can be visualized
as a secure, combat internet on which military apps
connect, scouring data from all available sources
to rapidly link the optimal “shooter” or “effector”
to the target.!! JADC2 can provide ubiquitous data,
which different human and mechanical data can
use as needed. Ultimately, JADC2 is not about a
particular platform; it is about getting the data and
connections right.

M Interservice Collaboration

All services have agreed upon the need for JADC2

to be an organizing strategy.'? In 2020, the Army and the Air Force signed
an agreement to share data and to develop common data and interface stan-
dards by Fiscal Year 2022 (FY22); they have been successful with this
during multiple experiments. Additionally, the Army, Navy and Air Force
signed a collaboration agreement in early 2021 to test, integrate and share
data developments toward JADC2."3

B The Army’s Role

The Army Modernization Strategy describes how the Army will fight, what
it will fight with and how it will organize to support the joint force.'* The
Army is committed to developing operational networks, technologies and
concepts to achieve overmatch and inform the JWC through a series of
demonstrations and experiments entitled Project Convergence (PC)."
This is a continuous campaign of learning that is designed to rapidly “con-
verge” effects across all domains (land, air, sea, space and cyberspace)'® and
to shape the Army’s emerging doctrine, organization, training, capabilities,
research and development, and logistics.

Fredonia

The Joint Staff's JADC2 Campaign Plan Exper-
iment 2 allowed Army, Navy, Air Force and Ma-
rines nodes to share near-real time information
to enable sensor to shooter linkages and display
it on a common operational picture (U.S. Army
Joint Modernization Command).

Through experimentation and learning, Project Convergence helps ensure that the Army
has the right people, with the right systems, appropriately enabled, in the right places, to
support the joint fight.””

General James McConville,
Chief of Staff of the Army

B PC: Campaign of Learning
PC is comprised of five core elements:
1. Ensuring the right people and talent;

2. linking Army modernization efforts with the eight Army Futures Com-
mand cross-functional teams (CFTs) that are aligned to the six Army
modernization priorities;

PROJECT CONVERGENCE
FIVE CORE ELEMENTS

1. People

2. Weapon Systems

3. Command and Control
4. Information

5. Terrain
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Army Futures Command Project Convergence Strategy FY20-22'8

PC 2020
Enhancing the Close Fight

PC 2021
Driving Joint Integration

PC 2022
Leveraging Joint & Allied Partners

Operational Multi-Domain Operations (MDO) o Interoperability, Joint e Concept-driven (MDO & JWC)
Theme o Penetrate Warfighting Concept (JWC) e Combined and joint (Australia,
o Dis-integrate e Units vs. scientists/engineers Great Britain)

o Exploit e Scalability, optionality,
simultaneity, complexity
¢ Joint Systems Integration Lab
(JSIL) & Data Collection, fully
integrated
Concepts e Al-enabled decision agents to o Integration of Army o Capture, assess, disseminate
support Long-Range Precision modernization programs of targeting data across joint/
Fires (LRPF) record multinational force
e Al-enabled target recognition e Linkage to Air Force Advanced e Exploit Low-Earth Orbit (LEO)
 Complex teaming and Battlefield Management System capabilities at lowest echelon
autonomous operations (ABMS) e Directed energy
o Aerial retrains to extend tactical ¢ Integrate Sth generation fighters  , Cjoud technology at the edge
mesh network (as sensor/shooter) (scale)
e Operations in contested/denied
environments
¢ Cloud technology at the edge
Formation e Brigade Combat Team (BCT) ¢ Division headquarters e Combined Joint Task Force (CJTF)

3. having the right command and control to meet increasingly fast-paced
threats;

4. using Al to analyze and categorize information and transmit it across

e Combat Aviation Brigade (CAB)

o Expeditionary Signal Battalion-
Enhanced (ESB-E)

Multi-Domain Task Force
(MDTF)

BCT

MDTF
BCT

Mission Partner Command
Element

PROJECT CONVERGENCE

Project Convergence is the joint force

experimenting with speed, range and

decision dominance to achieve over-

the Army network; and

5. testing capabilities in the “most unforgiving terrain.”*

Each experiment converges modernization initiatives through new architec-
ture, formations and authorities from the Army’s eight CFTs and deepens
integration of Army modernization initiatives. These efforts are accelerating
the modernization strategy outlined in the 2018 National Defense Strategy,
which envisions that future battles will be won with speed, increased auton-
omy and dispersed units across degraded environments.?'

Project Convergence 2020 (PC20) in Yuma, Arizona, spanned several
months, showcased Al and robotics technologies and included two live-fire
demonstrations. Designed by Soldiers, civilians, scientist and engineers, the
experiment tested convergence at the lowest operational level to challenge
decisionmaking processes at the tactical edge.?? One test used satellites and
unmanned aerial systems to: simultaneously sense for air and ground tar-
gets; rapidly pass data to a platform to engage the target; and decisively
destroy that target in 10s of seconds vice 10s of minutes.

4

match and inform the Joint Warfight-
ing Concept and Joint All-Domain
Command and Control. A campaign of
learning, it leverages a series of joint,
multi-domain engagements to integrate
artificial intelligence, robotics and
autonomy to improve battlefield situa-
tional awareness, connect sensors with
shooters and accelerate the decision-
making timeline.

Because whoever can see, understand
and act first will win.*?
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An additional contribution to the realization of a
JADC2 capability is the Army’s continued advo-
cacy for its expansion from joint to “combined”—
CJADC2—as any network will need to include allies
and partners. The Army, with its deep army-to-army
relationships in Asia and Europe, should be at the
forefront of such an important effort. In recognition
of this, the Army’s PC strategy for FY21/22 expand-
ed participation to joint partners and allies, increased
and diversified echelons of command and pushed the
limits of modernization concepts and technologies.

B Challenges

JADC?2 requires transformational changes within
DoD and the Army, particularly in data manage-
ment and sharing, network support capabilities, the
role of Al in the decisionmaking cycle and adap-
tations to force structure to enable these changes.?
The Army Modernization Strategy and its modernization priorities are the
framework for continuous transformation to enable the Army to maneuver
and converge effects across multiple domains.*

B Data Sharing and Network Capability

An integrated battle management system for C2 requires exchange in data
sharing and standardized data-sharing interfaces; yet, many legacy systems
contain data-sharing barriers.” In early 2021, work began in earnest among
the services to develop data standards to connect their JADC2 projects and
overcome these barriers by “discovering, understanding and exchanging
data with partners across all domains, echelons and security levels.”*

The Army’s Network CFT is experimenting with modernization of the net-
work to enable joint interface, resiliency and capacity. It is focused on en-
hancing ground domain data and network transport capability, connecting
Al and machine learning (AI/ML) and developing a tactical cloud and edge
computing.?’

B Joint Experimentation

DoD is developing and implementing an initial set of core tenets for ex-
perimentation and prototyping to unify the national security enterprise.?®
The joint force has identified several prototype capabilities for testing in
upcoming exercises by integrating real-world threat data into response cal-
culations. The Army’s Joint Modernization Command established the Joint
Systems Integration Laboratory (JSIL)—an experimental network using a
persistent environment scenario—to allow the services, industry and allies
to test data-sharing capability via several networks. This will facilitate a
credible assessment of the JADC2 strategy.”

B Maximizing Space, Al and Cyber

Low-Earth Orbit (LEO) satellites, managed by the U.S. Space Development
Agency, will integrate the services’ tactical networks to create the transport

—
8 ] LT

| WA R

U.S. Army Private First Class Daniel Candales,
assigned to the 82nd Airborne Division, uses
the tactical robotic controller to control the
expeditionary modular autonomous vehicle in
preparation for Project Convergence at Yuma
Proving Ground, Arizona, 19 October 2021.
During Project Convergence 2021, Soldiers
experimented with using the vehicle for semi-
autonomous reconnaissance and re-supply (U.S.
Army photo by Sergeant Marita Schwab).

BIG SIX: ARMY MODERNIZATION
PRIORITIES

o Long-Range Precision Fires

o Next-Generation Combat Vehicle
e Future Vertical Lift

o Army Network Modernization

e Air and Missile Defense

e Soldier Lethality
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layer of a meshed network. Planned to deploy in
2022, nearly 30 satellites will provide a “warfight-
er immersion” capability in which sensors, shoot-
er and tactical networks can connect with tactical
communications.** PC22 will use these satellites to
exploit LEO capabilities at the lowest echelon.

The National Security Commission on Artificial In-
telligence reported the necessity for DoD to adopt,
implement and resource Al proficiency by 2025.%!
Al/ML—an Army priority research area—is critical
to enabling a joint battlefield management system
in joint, all-domain operations. Advances in Al in-
crease the speed and agility of response to emerging
threats, allowing commanders and staff to focus their
efforts on accelerated, optimized decisionmaking.*?

Building network security infrastructure is a key as-
pect of the Army’s Network Plan, which will bring
speed, access and security to a unified network.** Balancing these require-
ments, U.S. Cyber Command is working closely with industry partners to ex-
pand secure file-sharing tools used to pass data among DoD, the intelligence
community and commercial networks without the risk of compromise.*

B The Way Ahead

Decision dominance—the capability to make better decisions, faster, en-
hanced by technology and convergence—is what will set the U.S. military
apart from its adversaries. JADC2 contributes to information dominance
and facilitates rapid convergence of effects, achieving the critical advantage
of speed, which is the underpinning of future AI/ML competition.

Currently, each service manages the complexity of C2 within its respective
domain. As the character of war becomes increasingly complex, the joint
force must simultaneously and effectively integrate the five domains. This
requires new methods of C2. JADC2 is fundamental for building a joint
force able to accomplish its National Defense Strategy objectives. Congres-
sional support, consistent funding and interservice collaboration will be
critical to the successful implementation of JWC and JADC?2.

The Army is at the leading edge of technology, innovation and experimenta-
tion for enabling this joint network. Its PC campaign of learning has demon-
strated its ability to use emerging technology and innovative concepts to
achieve interservice and cross-domain convergence. The Army’s Futures
Command, CFTs, Combat Capabilities Development Command and Soft-
ware Factory are combining the experience of Soldiers, resources of indus-
try and the expertise of scientists to develop and deliver the fighting force
of the future. Through experimentation and joint collaboration, the Army is
making JADC?2 a reality, thereby enhancing deterrence in strategic compe-
tition and overmatch in conflict.

One of the Pegasus family of tactical autonomous
systems during testing at Yuma Proving Ground
as part of Project Convergence 2020. Pegasus
systems have the ability to be used as either
unmanned aerial systems (UASs), ground-roving
tracked vehicles, or both, as surveillance tools or
to create richly detailed 3D maps of an area.
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