
The Robotification of Warfare 
Strategic Imperatives for the Robotic Age

by LTC Richard Brennan, USA

LAND WARFARE PAPER 171 / NOVEMBER 2025
PUBLISHED BY

THE ASSOCIATION OF THE UNITED STATES ARMY

LAND WARFARE PAPER 171 – THE ROBOTIFICATION OF WARFARE



ASSOCIATION OF THE UNITED STATES ARMY

The Robotification of Warfare 
Strategic Imperatives for the Robotic Age

by LTC Richard Brennan, USA



ii

Land Warfare Paper No. 171, November 2025
The Robotification of Warfare: Strategic Imperatives for the Robotic Age

by LTC Richard Brennan, USA

Lieutenant Colonel Richard Brennan is an Army FA59 (Strategist) who served for three years as 
the strategy branch chief for the Joint Counter-sUAS Office. During his tenure, he led the redesign 
of the DoW counter-sUAS enterprise, authored DoW-wide policy for counter-sUAS, and was later 
assigned to the Office of the Undersecretary of Defense for Policy, Strategy, where he developed 
the department’s first strategy for countering unmanned systems. He currently serves in the 
Office of the Undersecretary of Defense for Policy, Middle East, as the Qatar and Bahrain Country 
Director. Previously, LTC Brennan worked at the Army Capability Integration Center, where he 
led the development of Army Title 10 wargames to support future force design, and at U.S. Army 
Africa, where he led Security Force Assistance planning for North, West and Central Africa. He 
has an MA in International Security Studies from the University of Denver and a BA in Justice and 
Social Inquiry from Arizona State University.

An Association of the United States Army Publication
The Association of the United States Army (AUSA) informs and educates its members, 
local, regional and national leaders and the American public on subjects related to the 
U.S. Army. AUSA provides educational materials and resources such as publications, 
forums, symposia, books and podcasts for Soldiers, their families and anyone seeking to 
learn more about the Total Army. 
The views and opinions of our authors do not necessarily reflect those of the Association 
of the United States Army. An article selected for publication represents research by 
the author(s) which, in the opinion of the Association, will contribute to the discussion 
of a particular defense or national security issue. These articles should not be taken 
to represent the views of the Department of the Army, the Department of War, the 
United States government, the Association of the United States Army or its members. 
The appearance of U.S. Department of War (DoW) visual information does not imply or 
constitute DoW endorsement.
Inquiries regarding this and future Land Warfare Papers should be directed to: 
Nzinga A. Curry, Director, Education & Programs, 2425 Wilson Boulevard, Arlington, VA 
22201, email ncurry@ausa.org or telephone 703-907-2636.

© Copyright 2025 by
The Association of the United States Army

All rights reserved.



iii

Contents
In Brief.......................................................................................................................................................iv
Introduction and Strategic Imperative.............................................................................................. 1
Defining Robotification......................................................................................................................... 2
Historical Context and Modern Parallels......................................................................................... 2
	 Historical Lessons from Mechanization.................................................................................... 2
	 From Mechanization to Robotification...................................................................................... 3
	 The Battle of Cambrai: A Historical Lesson for Robotification........................................... 4
Comparative Case Studies: Ukraine, China, Israel and the United States............................ 4
	 Ukraine: Operation Spiderweb and Low-Cost Mass............................................................ 5
	 China: Scale and Autonomy........................................................................................................ 5
	 Israel’s Robotic Strategy: Precision in Urban Conflict.......................................................... 6
	 United States: Promise Hindered by Cautious Incrementalism........................................ 6
Principles of Robotification...................................................................................................................7
Current State, Advantages and Strategic Advantages..............................................................10
	 Global and U.S. Military Developments...................................................................................10
	 Strategic Objectives and Benefits.............................................................................................11
Challenges and Counter-Adaptation..............................................................................................12
	 Technical and Cybersecurity Challenges...............................................................................12
	 Adversarial Counter-Adaptation................................................................................................12
Strategic Leadership and Military Preparedness in Robotic Warfare....................................13
	 Lessons from Historical Leadership Adaptation...................................................................13
	 Training, Recruitment and Retention Implications................................................................14
Operationalizing Robotification: Strategic and Acquisition Impacts......................................14
A Vision of Warfare in the Robotic Age..........................................................................................15
Conclusion: Securing Strategic Dominance in the Robotic Age.............................................16
	 Integrate Development and Centralize Standards..............................................................16
	 Redefine Robotics and Smart Munitions ................................................................................18
	 Enhance Leadership and Workforce Capabilities ...............................................................19
	 Address the Full Range of Capabilities for Robotic Systems ...........................................19
Strategic Imperative for Immediate Action ...................................................................................21



iv

In Brief
•	 The character of warfare is evolving in real time, with robotic systems increasingly 

assuming the risks that were once exclusive to humans on the battlefield.

•	 The shift from warfare reliant on animals for locomotion to modern maneuver warfare 
(mechanization) offers a framework for understanding the transition to a battlefield 
dominated by robotics.

•	 Failure to rapidly adapt to this new reality risks investing in a robotic Maginot Line, 
misusing transformational technologies to sustain outdated methods of warfare—
such as using trucks to keep horse cavalry fed—rather than understanding how these 
technologies are redefining the battlefield.

•	 It is essential to move beyond a paradigm that seeks to leverage robotics to better fight 
20th-century maneuver warfare and to ask, “What is warfare in the robotic age?”
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The Robotification of Warfare:  
Strategic Imperatives for the Robotic Age

Introduction and Strategic Imperative  
The character of warfare has transformed with the rise of robotic and autonomous sys-

tems, which now define warfare rather than merely shaping it. Robotification—the integra-
tion of autonomous machines to replace human roles in combat and support functions—offers 
unprecedented flexibility, as seen in Ukraine’s drone mass-attacks and the U.S. Army’s Trans-
formation in Contact initiative.1 Unlike earlier technologies that enhanced human capabili-
ties, robotic systems eliminate human presence, enabling low-cost assets to defeat advanced 
defenses with speed and scale. This shift demands a rethinking of doctrine, training and leader-
ship to maintain U.S. dominance against adaptive adversaries like China. This transformation 
demands a massive course correction across the Department of War (DoW)—both culturally 
and technologically.

In The Evolution of Weapons and Warfare, Colonel Trevor N. Dupuy traces the arc of mil-
itary history through technological revolutions that redefine the character of conflict, from the 
Macedonian sarissa to the rifle. An era is marked when innovations are not just realized but 
become incorporated into processes, doctrine and strategies. They are scaled when markets are 
created that support the innovation—especially when dual-use applications are viable. Each 
era, marked by innovations like gunpowder or the internal combustion engine, reshaped strat-
egy, tactics and battlefield dynamics by enhancing lethality, mobility and operational flexibility. 
Dupuy’s paradox—that as weapons grow deadlier, casualty rates often decline—underscores 
the enduring principles of warfare despite technological shifts.2 Major General Adna R. Chaf-
fee’s “Mechanization in the Army” illustrates how tanks and aircraft restored mobility, break-
ing trench warfare’s stalemate and altering battlefield geometry.3 Today, the rise of robotic and 
autonomous systems signals the dawn of a new era, extending Dupuy’s framework by intro-
ducing machines that operate independently, replacing humans on the battlefield and redefining 
warfare’s strategic landscape.

Dupuy’s analysis of weapon-strategy interactions underscores how robotification can rad-
ically transform warfare by removing human-related constraints on firepower, protection and 
mobility.4 Free from the limitations of armor or pilot survivability, robotic platforms offer 
unparalleled tactical maneuverability and agility. The strategic effect of low-cost drones in 
Ukraine illustrates this shift, demonstrating how precision and mass can overwhelm legacy and 
costly defenses. As with France’s reliance on the Maginot Line, failure to adapt to technologi-
cal change risks catastrophic defeat. Dominance in the robotic age will depend on a complete 
rethinking of doctrine, training and leadership—aligned to a battlefield driven by autonomy 
and machine learning.
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This paper defines robotification, traces its lineage through Dupuy’s temporal frameworks 
and Chaffee’s mechanization principles, and evaluates its current trajectory. Through analysis 
of global trends and adversary innovation, it emphasizes the urgent need for doctrinal clarity, 
leadership development and sustained investment. As competitors accelerate adoption, the U.S. 
DoW must act decisively to retain its battlefield advantage and to avoid the historical pitfalls of 
militaries that have been slow to adapt to disruptive new technologies. 

Defining Robotification
Robotification of warfare, characterized by the proliferation of robotic and autonomous 

systems, extends beyond Dupuy’s analysis of the age of rapid advancement by introducing sys-
tems that replace humans in combat and support roles. Unlike previous time frames in which 
human operators remained central, this robotic age enables machines to operate independently 
and to execute complex tasks—such as reconnaissance, logistics or lethal strikes—across all 
domains, as seen in Ukraine’s drone mass-attacks.

Unlike Chaffee’s mechanization, which leveraged machines to enhance and enable human 
capabilities through systems like the tank, robotification fundamentally shifts roles from 
humans to machines, eliminating risk to the human controlling the platform. It leverages soft-
ware and robotics to enhance operational efficiency, to reduce human casualties and to provide 
strategic advantages across all domains. At its core, robotification is the use of robotics and 
machines to supplant humans on the battlefield.

Historical Context and Modern Parallels
With the concept and scope of robotification now clearly articulated, examining rele-

vant historical analogies provides essential context and deeper insight into this transformative 
shift. Military history offers critical lessons about successfully managing technological revo-
lutions—particularly during the era of mechanization. By reflecting on the opportunities and 
significant obstacles faced during past transformations, this section will clarify the complex-
ities involved in integrating robotics into modern military strategy. These historical insights 
illuminate the broader implications of today’s robotic advances and serve as a practical guide, 
highlighting both cautionary lessons and proven strategies necessary to effectively navigate the 
current robotic age. 

Historical Lessons from Mechanization
“Mechanization in the Army” provides a foundational lens for understanding robotifica-

tion’s transformative potential, emphasizing mobility, protection and firepower as core objec-
tives that enabled tanks to break World War I’s trench warfare stalemate, as exemplified by the 
1917 Battle of Cambrai, where tanks facilitated rapid advances and surprise without prolonged 
bombardments.5 Despite the mechanical unreliability and limited range of tanks early on, the 
Louisiana Maneuvers of 1940–1941 exposed leadership and coordination weaknesses, prompt-
ing General Marshall to replace 31 of 42 senior officers with adaptable leaders like Eisenhower 
and Patton.6 This example underscores the necessity of aligning technology with doctrine—a 
lesson critical for robotification, where autonomous systems demand similar integration to 
maximize battlefield impact.
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Mechanization transformed warfare by reintroducing mobility through the internal com-
bustion engine, powering tanks, trucks and aircraft. This change enabled rapid maneuvers, as 
seen in Germany’s blitzkrieg tactics, shifting from static, infantry-centric strategies to dynamic, 
combined-arms operations integrating armor, artillery and air support. This model is directly 
applicable to robotification, where Chaffee’s focus on mobility and protection parallels robotic 
systems’ ability to navigate diverse terrains and shield soldiers from high-risk tasks, requiring 
a revolution in doctrine, training and organizational reforms to anticipate challenges, ensur-
ing that technological advancements sustain battlefield dominance through speed, coordination 
and technological superiority. Chaffee’s early advocacy illustrates how vision and doctrinal 
reform enabled technological shifts to translate into battlefield dominance. By advocating 
for independent armored units capable of swift, decisive strikes, Chaffee laid the ground-
work for the U.S. Army’s World War II armored divisions. His integration of speed, shock and  
combined-arms tactics—merging armor, artillery and air power—became a doctrinal blueprint 
for American warfare. These same principles apply directly to robotification, where autono-
mous systems demand equally innovative tactics, leadership and training to ensure that techno-
logical advantage translates into enduring American battlefield dominance. 

World War I exposed the limitations of early mechanization. Despite innovations like tanks 
and aircraft, outdated infantry doctrines and mechanical unreliability led to deadlock. This 
challenge mirrors modern conflicts such as Ukraine, where drones and electronic warfare (EW) 
tools are often grafted onto legacy tactics, dulling their transformative potential. Chaffee’s 
advocacy for structural reform offers a vital lesson for robotification: Innovation must be paired 
with doctrinal advancement to achieve strategic breakthroughs.

The war in Ukraine illustrates a recurring pattern: the introduction of advanced technol-
ogies without a corresponding doctrinal shift.7 Both Russia and Ukraine employ drones, EW 
and precision munitions, yet often within conventional frameworks. Ukraine’s First Person 
View (FPV) drones evoke World War I’s tanks—innovative but under-integrated. Russia’s 
drone-supported armored tactics remain largely traditional. These patterns echo failures by 
some to reimagine warfare in the lead-up to World War I, underscoring the urgent need for doc-
trinal transformation if robotics are to fulfill their disruptive promise. Like all countries, the 
United States must learn from the mistakes of the past to avoid replicating them.

From Mechanization to Robotification
Major General Adna R. Chaffee’s 1931 work, Mechanization in the Army, proved foun-

dational to the evolution of maneuver warfare. Just as Chaffee’s tanks restored battlefield 
mobility in the 1930s, today’s autonomous systems extend his vision by enabling operational 
flexibility across all terrains. The shift from mechanization to robotification marks a transition 
from human augmentation to machine automation—driven by advances in machine learning. 
Whereas mechanized units require human crews, robotic platforms can now operate autono-
mously or under minimal supervision, allowing a single operator to control multiple systems. 
Ukraine’s drone mass-attack tactics illustrate this scalability, which enhances strategic flexibil-
ity by exploiting vulnerabilities, disrupting logistics and sustaining operational tempo.
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The continuity of Chaffee’s work in robotification underscores the importance of proac-
tive adaptation. Mechanization’s success required overcoming resistance to change, as seen in 
the Louisiana Maneuvers’ leadership purge. Similarly, robotification demands leaders who can 
integrate AI-driven systems into joint operations, ensuring that robotics are not merely sup-
plementary but are actually central to modern warfare. By learning from mechanization’s his-
torical trajectory, militaries can navigate robotification’s challenges to achieve transformative 
outcomes.

The Battle of Cambrai: A Historical Lesson for Robotification
The Battle of Cambrai offers a critical historical parallel for the robotic age, illustrating 

how disruptive technologies can upend established modes of warfare. The massed deployment 
of Mark IV tanks allowed British forces to breach German defenses, with speed and surprise, 
neutralizing machine-gun nests and cutting through barbed wire—much as today’s drones and 
autonomous systems are beginning to challenge modern air defenses and entrenched positions. 
Cambrai marked one of the first coordinated uses of armor, artillery and infantry, foreshadow-
ing the multi-domain integration now essential to maneuver warfare.

Yet the tactical breakthrough at Cambrai was short-lived. Mechanical failures, limited 
operational range and weak logistical support exposed the fragility of early armored systems 
and the danger of overreliance on unproven capabilities. The lesson is clear: technological 
innovation must be paired with resilient supply chains, robust sustainment strategies and plat-
forms engineered to endure adversarial countermeasures.

Just as crucially, Cambrai revealed the high cost of doctrinal stagnation. British com-
manders lacked a coherent tactical framework for armored warfare, and many tank crews 
were undertrained—resulting in disorganization that squandered initial gains. This failure to 
institutionalize innovation finds a modern echo in Ukraine, where ad hoc drone tactics on the 
front lines often outpace centralized doctrine. Cambrai underscores the need for standardized 
frameworks, specialized training and leadership willing to rethink doctrine around disruptive 
technologies.

For the United States, success in the robotic age will require more than rapid integration. It 
demands a doctrinal transformation rooted in adaptability, experimentation and strategic fore-
sight. Only by learning from Cambrai’s triumphs and failures can robotic systems fulfill their 
promise as decisive instruments of modern warfare—enabling the United States to proactively 
identify the robotic equivalent of blitzkrieg, rather than encountering it for the first time on the 
battlefield.

Comparative Case Studies: Ukraine, China, Israel and the United States
Having established a clear framework for navigating the complexities of robotification, the 

analysis now shifts to a critical examination of the global landscape in robotic warfare. Robot-
ics is shaping the emerging landscape of strategic competition. Nations like Ukraine, China, 
Israel and the United States have varying approaches to integrating robotics that reveal dis-
tinctive priorities, doctrinal innovations and operational responses, offering insight into how 
states are leveraging autonomous systems to gain a decisive edge in both current and future 
conflicts. This section highlights how nations are actively adapting to this transformation—
from Ukraine’s innovative use of mass-produced drones to China’s expansive investment in 
AI-driven autonomous systems. These case studies offer concrete insights into how robotic 
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technologies are reshaping military operations in real time. By exploring these operational 
examples, we gain a deeper understanding of the strategic advantages and challenges inherent 
of robotics in warfare. This analysis not only underscores the current impact of robotics on the 
battlefield but also illuminates the pivotal lessons and opportunities that will shape the charac-
ter of future conflicts.

Ukraine: Operation Spiderweb and Low-Cost Mass
Ukraine’s Operation Spiderweb (June 2025) used 117 low-cost FPV drones to damage 

Russian strategic bombers across five airbases, showcasing robotification’s power to disrupt 
high-value targets with minimal resources.8 Unlike a “new Pearl Harbor,”9 Spiderweb was a 
tactical, clandestine operation within an ongoing conflict, relying on precision and scale rather 
than escalation. Coordinated by Ukraine’s Security Service (SBU), it integrated remote opera-
tors and AI-assisted targeting to strike aircraft like Tu-95s, demonstrating human-machine syn-
ergy and operational adaptability.10 

Spiderweb’s success hinged on low-cost mass, using inexpensive drones to overwhelm 
Russian defenses. Ukraine smuggled drones disguised as civilian cargo over a period of 18 
months, exploiting surveillance gaps. However, Russian EW, including Orlan-10 jamming, 
disrupted signals, forcing adaptations like fiber-optic tethering. This adaptation highlights the 
need for resilient systems to counter adversarial measures.

Despite disrupting Russian air operations, Spiderweb did not secure terrain, and dwindling 
drone stocks led to reliance on infantry, underscoring that autonomous systems must comple-
ment conventional forces. The operation’s reliance on tech-savvy operators with coding and 
piloting skills emphasizes the need for specialized training. Ukraine’s fragmented drone efforts 
also highlight the importance of standardized frameworks for interoperability.

 Ukraine’s broader drone production—estimated at millions annually—demonstrates how 
scalable, low-cost systems can offset advanced adversary platforms.11 For the United States, 
Spiderweb offers a model: prioritize affordable mass, resilient designs and trained operators to 
gain tactical surprise with strategic effects.

China: Scale and Autonomy
China’s robotification strategy, backed by a $10 billion investment, positions Beijing as a 

formidable competitor in robotic warfare.12 The Sharp Sword unmanned aerial vehicle (UAV), 
a stealth platform for autonomous reconnaissance and strikes, exemplifies this approach, as 
it uses AI to enable real-time decision-making with minimal human oversight, advancing 
human-machine synergy and adaptability. However, prioritizing high-end platforms risks pro-
duction bottlenecks, limiting sustainability in protracted conflicts. To counter this risk, China 
deploys lower-cost drones to disrupt enemy operations, particularly in the South China Sea, 
balancing sophistication with scalable mass.13 

China’s robotic systems face vulnerabilities, notably to EW. Russian jamming in Ukraine 
exposed similar weaknesses, prompting Beijing to develop fiber-optic-controlled drones to 
enhance resilience. This adaptation underscores the need for the United States to design systems 
that withstand contested electromagnetic environments. China’s focus on operator training and 
doctrinal integration, seen in exercises simulating multi-domain conflict, sets a benchmark for 
AI-literate personnel and standardized protocols. Additionally, China’s lower-cost drones also 
support ground operations in contested regions like the South China Sea, aiding terrain control.
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China’s integration of robotics into its Indo-Pacific strategy challenges U.S. dominance. 
Its blend of advanced AI, scalable production and doctrinal innovation positions Beijing as a 
potential pacesetter. For the United States, this demands accelerated acquisition, interoperable 
systems and a balanced approach combining exquisite platforms like the Loyal Wingman with 
cost-effective swarms. By aligning innovation with doctrine, the United States can maintain 
superiority in the robotic age.

Israel’s Robotic Strategy: Precision in Urban Conflict
Israel’s robotification strategy emphasizes precision and adaptability in urban warfare, bal-

ancing mass production with platform capability. The IAI Harop loitering munition, a $700,000 
platform, delivers autonomous precision strikes against Hamas and Hezbollah, using advanced 
sensors and operator-in-the-loop targeting to ensure real-time accuracy while attempting to 
minimize collateral damage.14 Unlike China’s scale-driven doctrine or Ukraine’s low-cost mass 
strategy, Israel optimizes the trade-off between mass production and platform capability by 
deploying Harop in sufficient numbers to overwhelm defenses while retaining high-end fea-
tures, demonstrating that mass enhances sophisticated systems. 

Harop’s effectiveness in dense urban environments highlights adaptability, but vulnerabil-
ities to Hezbollah’s commercial jammers underscore the need for resilience against counter-
measures.15 Israel counters with anti-jamming technologies, ensuring operational reliability. 
Its defense-industrial base supports both high-end platforms and scalable alternatives, a model 
that the United States must adopt to counter peer threats like China. 

Israel integrates Harop with ground forces and systems like Iron Dome, enhancing terrain 
control through combined-arms operations. This synergy, supported by operators trained in AI 
and sensor fusion, sets a benchmark for U.S. training and interoperability. Israel’s approach—
balancing affordable mass with advanced capability—offers a lesson: the United States should 
invest in scalable, resilient systems that pair precision with volume to dominate multi-domain 
conflicts. By prioritizing this trade-off, the United States can ensure robotic systems that sup-
port strategic objectives without sacrificing operational flexibility.

United States: Promise Hindered by Cautious Incrementalism
The United States’ pursuit of robotification blends technical ambition with cautious prog-

ress, yet it struggles to fully harness the transformative potential of autonomous systems. Ini-
tiatives like Project Convergence integrate drones, ground robots and cyber tools to enhance 
battlefield coordination, enabling seamless collaboration between humans and machines. Plat-
forms like the Squad Multipurpose Equipment Transport automate logistics, enabling forces to 
secure and hold contested terrain.16 However, these gains are constrained by a deeper institu-
tional inertia. The U.S. military often treats robotics as add-ons to existing doctrine rather than 
as transformational capabilities.17 An incremental mindset undercuts the adaptability principle 
and risks ceding conceptual initiative to adversaries who view robotic warfare as a means of 
rewriting the rules of conflict. The Pentagon’s sluggish acquisition pipeline, constrained by 
legacy processes and outdated classification schemes, fails to keep pace with the demands of 
robotic scalability. In contrast, Ukraine’s decentralized drone production ecosystem and Chi-
na’s state-driven scale threaten to outstrip U.S. output in both quantity and tempo. Treating 
robotics as mere supplements to existing strategies limits the agility needed to counter adver-
saries like China, whose rapid scaling of autonomous systems outpaces U.S. efforts.
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The reliance on complex supply chains reveals the fragility of even advanced platforms, 
as seen in Ukraine’s drone shortages during prolonged conflicts. High-end systems like the 
MQ-25 Stingray deliver precision, but they demand balanced, scalable alternatives to avoid 
operational brittleness—unlike Israel’s blend of affordable and sophisticated munitions. Frag-
mented programs and inconsistent definitions across services hinder cohesive integration, 
slowing the deployment of scalable swarms that could overwhelm defenses. Adversaries’ use 
of advanced countermeasures, such as Russia’s signal-resistant drones, exposes vulnerabilities 
that require robust, adaptive designs to maintain battlefield effectiveness.

Progress in exercises like Project Convergence shows promise in training operators for 
complex systems, yet the scale of preparation remains inadequate for dynamic, multi-domain 
conflicts. To compete with adversaries who innovate swiftly, the United States must unify its 
approach, streamline development and prioritize operators skilled in AI-driven environments. 
By aligning technological investment with a forward-looking vision that balances scale, resil-
ience and integration, the United States can transform robotics into a cornerstone of modern 
warfare, ensuring dominance against increasingly adaptive competitors.

 While U.S. robotic efforts are trending in the right direction, without accelerated structural 
reform, doctrinal realignment and a warfighting vision that embraces robotification’s disruptive 
potential, the DoW risks preparing for yesterday’s wars with tomorrow’s tools. To lead in the 
robotic age, the United States must move beyond incrementalism. Strategic clarity, industrial 
agility and doctrinal flexibility are no longer optional—they are essential to retaining a compet-
itive edge against adaptive and determined adversaries.

Principles of Robotification
The case studies above demonstrate that national approaches to robotification diverge in scale, 

sophistication and strategic intent—each reflecting distinct responses to the evolving character of 
warfare. Yet, across these variations, clear patterns emerge. These patterns reveal the need to for-
malize a set of first-order principles to guide the integration of robotics into modern military doc-
trine. Central among these are the effective use of low-cost mass, the development of AI-enabled 
autonomy, the cultivation of seamless human-machine synergy and the imperative for resilience 
against adversarial countermeasures. Unless defense planners elevate these principles as strate-
gic priorities, robotic warfare will remain fragmented, reactive and vulnerable to obsolescence. 
The rise of autonomous systems marks a paradigm shift that will challenge traditional warf-
ighting models. Navigating this transition requires not merely technological adoption but con-
ceptual adaptation. Legacy frameworks, shaped by mechanized and nuclear eras, must evolve 
to accommodate the distinctive characteristics of robotic systems—characteristics that change 
the tempo, risk calculus and command structures of modern conflict. The principles outlined 
in this section are not abstract ideals; they are distilled from real-world experience, including 
Ukraine’s operational innovations, Israel’s urban precision, China’s scaled autonomy and the 
United States’ cautious experimentation. These are the lessons of battle, not of theory.

Ultimately, the robotification of warfare demands more than incremental modernization—
it calls for a deliberate reimagining of military doctrine, acquisition strategy and force design. 
These principles serve as a conceptual bridge between enduring strategic truths and the emerg-
ing realities of robotic conflict. Only by embracing them can military institutions maintain their 
effectiveness, deter peer competitors and shape the future battlespace on their own terms.
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The Finite Nature of Robotic Systems. Robotic systems, however advanced, remain 
bound by the physical realities of finite resources and fragile, globally distributed supply 
chains. Even the most autonomous drones and unmanned ground vehicles depend on 
batteries, sensors and maintenance infrastructure—components that must be continu-
ously replenished to sustain operational tempo. Ukraine’s use of low-cost FPV drones 
underscores this vulnerability: high-intensity drone operations have been hampered 
by adversarial EW and recurring production bottlenecks. For the United States, this 
presents a clear imperative. To maintain battlefield dominance, the DoW must invest 
in resilient, domestic supply chains, modular system architectures and rapid resupply 
mechanisms. Without these foundational enablers, even the most sophisticated robotic 
force risks attrition and irrelevance in a contested environment.

The Trade-Off Between Mass Production and Platform Capability. The robotic 
age imposes a fundamental trade-off between developing high-capability, exqui-
site systems and achieving scalable, low-cost mass production. Platforms like Chi-
na’s Sharp Sword UAV exemplify the high end of the spectrum—stealthy, AI-driven 
and operationally sophisticated—but their complexity demands substantial time and 
resources, limiting rapid deployment. In contrast, Ukraine’s widespread use of inex-
pensive drones demonstrates how mass production can offset technological limitations 
through overwhelming volume. For the United States, striking the right balance is 
essential. Investments in advanced platforms such as the MQ-25 Stingray must be 
complemented by cost-effective systems that deliver robotic mass, enabling opera-
tional flexibility across the full spectrum of military conflict. A dual approach echoes 
the historical evolution of mechanized warfare, where battlefield advantage depended 
not only on technological superiority but also on production scalability and strategic 
adaptability.

Mass Still Matters. The principle of mass—long foundational to military strategy—
remains vital in the robotic age, where quantity enhances quality to deliver decisive 
operational effects. Ukraine’s use of drone mass-attacks illustrates how low-cost, 
mass-produced systems can saturate and disrupt even sophisticated defenses, impos-
ing costs on adversaries through numerical superiority. Yet mass alone is not sufficient. 
Overreliance on expendable platforms without sufficient capability risks operational 
fragility in complex or contested environments. The United States must pursue a bal-
anced approach, as seen in Project Convergence, by integrating large volumes of 
affordable drones with precision-enabled, AI-driven platforms. This synergy ensures 
both scale and adaptability, equipping forces to dominate across diverse and evolving 
theaters of conflict.

Holding Terrain Remains Critical. Despite the transformative impact of robotics, 
the enduring principle of holding terrain remains central to military success. Physical 
control of key terrain continues to determine strategic outcomes, even in technologi-
cally advanced conflicts. Ukraine’s war with Russia demonstrates that, while drones 
provide critical capabilities—such as precision strikes, reconnaissance and delaying 
maneuvers—the depletion of robotic assets often forces a return to traditional infantry 
engagements. Autonomous systems can shape the battlefield, but only human forces 
can secure, occupy and defend ground over time. For the United States, integrating 
robotics to support—rather than supplant—ground forces is essential. Autonomous 
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platforms should enhance logistics, perimeter defense and force protection, while 
human units retain the core mission of territorial control. This hybrid approach ensures 
technological advantage without forfeiting the timeless requirement to dominate phys-
ical space.

Adaptability as a Core Principle. Adaptability must be a foundational principle in 
the robotic age, as adversaries continually refine tactics and technologies to neutralize 
emerging advantages. Russia’s deployment of fiber-optic-controlled drones in Ukraine 
to circumvent EW highlights the speed and ingenuity with which threats evolve on the 
battlefield. To maintain superiority, the United States must invest in AI-enabled plat-
forms capable of real-time learning and field-level responsiveness, as well as modu-
lar systems designed for rapid hardware and software upgrades. The growing use of 
commercial jammers by groups like Hezbollah further underscores the need for flex-
ible, resilient architectures.18 Programs such as the Defense Advanced Research Proj-
ects Agency’s (DARPA’s) Collaborative Operations in Denied Environments (CODE) 
embody this imperative, fostering robotic systems capable of autonomous coordina-
tion and adaptation in dynamic, contested spaces.

Human-Machine Synergy. Effective robotification hinges on human-machine syn-
ergy, transforming the traditional principle of combined-arms warfare to integrate 
autonomous systems. Project Convergence’s Human-Machine Integrated Formations 
(H-MIF) demonstrate how human judgment enhances the precision, flexibility and 
lethality of robotic platforms across air, land and cyber domains. Achieving this syn-
ergy requires comprehensive training pipelines that cultivate both technical proficiency 
and tactical insight—skills exemplified by Ukraine’s tech-savvy drone operators. Pri-
oritizing human oversight within AI-enabled systems ensures that autonomy remains 
guided by ethical and strategic intent, enabling militaries to operate with accountability 
and coherence in high-stakes, dynamic environments.

Resilience Against Countermeasures to Maintain Deterrence. Resilience against 
adversarial countermeasures is a critical principle for ensuring both operational conti-
nuity and strategic deterrence in robotic warfare. Robotic systems are increasingly vul-
nerable to EW, cyberattacks and signal interference that can degrade their effectiveness 
or render them inoperable. Russia’s use of Orlan-10 jamming in Ukraine highlights the 
urgent need for secure communications, hardened systems and redundant and resilient 
communication. To meet this challenge, the United States must integrate advanced 
encryption protocols, spectrum dominance strategies and electromagnetic resilience 
into robotic platforms from the outset. Additionally, robust investment is required in a 
full spectrum of countermeasure capabilities—applicable across all operating environ-
ments, from the homeland to forward-deployed theaters. The United States must also 
clarify and obtain the legal authorities necessary to employ countermeasures and to 
disrupt adversary systems on a global scale. Collaborative exercises, such as NATO’s 
C-UAS TIE24 (Technical Interoperability Exercise), provide vital opportunities to test 
and refine these capabilities, reinforcing resilience as a foundational pillar of success-
ful robotification.
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Robotic Operators Require Specialized Training. Effective operation of robotic sys-
tems requires specialized training that equips personnel with both technical expertise 
and tactical proficiency tailored to autonomous platforms. Ukraine’s drone operators—
many of whom come from digitally native environments such as gaming—underscore 
the growing need for skills in drone coordination, cybersecurity, sensor interpretation 
and real-time decision-making in contested electromagnetic conditions. Unlike con-
ventional combat training, robotic warfare demands fluency in managing AI-driven 
systems and countering EW threats, such as Russia’s jamming of Ukrainian UAVs. 
As with the advent of mechanization, robotic employment is a specialized discipline 
and must be treated accordingly. While every soldier may operate with some form of 
robotic support, high-end platforms will require advanced training pipelines to fully 
realize their capabilities.

The United States must invest in comprehensive training programs that blend virtual 
simulations with real-world exercises to prepare warfighters for the complexities of human- 
machine teaming. These programs must go beyond basic system operation to cultivate adap-
tive decision-making, integration across domains and resilience under contested conditions. By 
institutionalizing specialized training, the United States can ensure that its forces maximize the 
strategic and tactical advantages offered by robotic systems—preserving battlefield dominance 
in a rapidly evolving technological landscape. Taken together, the principles outlined here offer 
a coherent framework for integrating robotics into modern warfare. They preserve the enduring 
logic of military effectiveness while adapting it to the operational realities of the robotic age—
where strategic dominance increasingly hinges on the ability to innovate, adapt and lead in the 
face of accelerating technological change. These principles form a conceptual bridge between 
the enduring truths of military effectiveness and the emerging dynamics of robotic warfare.

Current State, Strategic Objectives and Benefits
This section examines the rapid growth of the global military robotics market, projected 

to reach $26.5 billion by 2029, with nations like Russia, China and Turkey deploying autono-
mous systems for combat and reconnaissance. Turkey’s Bayraktar TB2 drones as an example 
of affordable, effective robotic solutions and underscores the need for the United States to over-
come bureaucratic inertia to compete globally. Programs like Project Convergence and DAR-
PA’s AI Next initiative show promise, but cohesive doctrine, interoperable architectures and 
training reform are critical to unlocking the full potential of the United States robotification.

Global and U.S. Military Developments
The global military robotics market is projected to grow from $18.2 billion in 2024 to $26.5 

billion by 2029, reflecting a surge in investment and accelerating adoption of autonomous sys-
tems.19 Nations such as Russia, China and Turkey are actively fielding UAVs, ground robots 
and maritime platforms for reconnaissance, logistics and combat—reducing human risk while 
increasing operational efficiency. Turkey’s Bayraktar TB2 drones, for instance, have demon-
strated effectiveness across conflicts from Nagorno-Karabakh to Syria and Libya, exemplify-
ing the strategic impact of affordable, exportable robotic solutions. This global proliferation 
underscores a rapidly intensifying competition in which technological adoption and adaptabil-
ity are key to securing strategic advantage.
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Against this backdrop, the global and domestic push toward robotification highlights the 
imperative for standardized frameworks, streamlined acquisition processes and accelerated 
innovation. While international competitors focus on scalable, cost-effective and AI-enhanced 
platforms, the United States must overcome bureaucratic inertia to avoid strategic stagna-
tion. Programs such as Project Convergence and Human-Machine Integrated Formations 
(H-MIF)—examined in greater detail below—reflect promising efforts to integrate robotics 
across warfighting domains. Likewise, DARPA’s $2 billion AI Next initiative signals prog-
ress in autonomous capabilities. Yet without cohesive doctrine, interoperable architectures and 
comprehensive training reform, the full potential of U.S. robotification will remain unrealized.

Strategic Objectives and Benefits
Robotification builds upon the foundational objectives of Chaffee’s mechanization—

mobility, protection, firepower and scalability—by integrating autonomy, artificial intelligence 
and low-cost mass into the modern battlespace. Autonomous systems now traverse diverse 
terrain rapidly, enabling maneuver in urban and remote environments alike. Ukraine’s drone 
operations exemplify this restored mobility, allowing forces to bypass fortified positions, 
gather intelligence and deliver precision strikes with minimal warning—reviving the element 
of surprise long eroded by static modern warfare. By leveraging real-time sensor fusion and 
AI processing, robotic platforms achieve operational agility beyond the reach of traditional 
mechanized units. Protection is another core advantage. Robotic systems increasingly assume 
high-risk roles—bomb disposal, CBRN (chemical, biological, radiological and nuclear) recon-
naissance, frontline scouting—minimizing human exposure in contested zones. Since the Iraq 
War, the U.S. Army has deployed unmanned ground vehicles to detect improvised explosive 
devices (IED)s, a practice that has likely saved countless lives.20 This capacity to shield person-
nel from direct threats sustains operational momentum and elevates morale, echoing the pro-
tective advantages armored vehicles offered during Chaffee’s era of innovation.

Just as mechanization freed platforms from the biological limitations of horses, roboti-
fication now liberates military systems from human physical and cognitive constraints. The 
internal combustion engine enabled tanks to outpace and outlast animal-drawn systems; today, 
autonomous platforms, unburdened by the need for onboard human operators, can operate at 
extreme speeds, withstand inhospitable environments and process vast data streams in real 
time. AI-driven drones, for instance, execute complex maneuvers without fatigue or physi-
cal vulnerability, expanding the design space for resilience, lethality and range in ways once 
unimaginable.

Precision firepower and low-cost mass further amplify robotification’s transformative 
impact. AI-enabled munitions, such as Israel’s Harop loitering drones, offer surgical strikes 
with minimal collateral damage. Simultaneously, Ukraine’s use of inexpensive UAVs to over-
whelm sophisticated air defenses demonstrates how resource-constrained actors can impose 
strategic dilemmas on wealthier adversaries. This fusion of precision and scale allows com-
manders to exploit vulnerabilities, disrupt conventional force-on-force assumptions and adapt 
quickly to fluid battlefield conditions—firmly establishing robotification as a defining force in 
21st-century warfare.
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Challenges and Counter-Adaptation
While the strategic promise of robotification offers a transformative vision for modern 

warfare, it is equally essential to confront the risks, operational challenges, adversary  
counter-adaptation and ethical dilemmas that accompany these emerging capabilities. As with 
any revolutionary technology, the advantages of robotics are tempered by inherent vulnera-
bilities—from technical limitations and cybersecurity threats to the deeply contested ethics 
of autonomous lethal decision-making. The following analysis offers a balanced perspective, 
critically examining these dimensions to identify key mitigations and safeguards. Ensuring 
that robotic systems remain not only strategically effective but also ethically grounded and 
operationally resilient is vital to preserving battlefield superiority, maintaining public trust and 
upholding the moral legitimacy of military force in the robotic age.

Technical and Cybersecurity Challenges
Robotic systems face technical limitations in complex environments, where unpredict-

able terrain, weather or electromagnetic interference can degrade performance.21 Autonomous 
drones, for example, often struggle in dense urban settings where GPS signals are disrupted 
and visual navigation is hindered. These constraints necessitate continued human oversight to 
ensure mission reliability. Developing more adaptable AI with improved situational awareness 
remains critical, as current systems lack the contextual judgment and flexibility of trained oper-
ators. Investments in advanced sensor integration and machine learning are essential to over-
come these limitations and enhance operational effectiveness.

Cybersecurity presents an even greater vulnerability. Robotic systems depend on net-
worked communications, making them susceptible to hacking, jamming, spoofing and disrup-
tion within contested electromagnetic spectra. Lessons from Ukraine and other recent conflicts 
reveal how adversaries can exploit these vulnerabilities to disable or hijack robotic platforms. 
To counter these threats, the DoW must prioritize resilient architectures—including advanced 
encryption, spectrum agility, anti-jamming protocols and redundant communications—to pre-
serve system integrity under hostile conditions.

Addressing these challenges requires a multifaceted strategy grounded in rigorous testing, 
modular design and threat-informed development. The DoW’s proposed $700 million allo-
cation for cyber defense in Fiscal Year 2025 (FY2025) is a step forward, but true resilience 
demands that cybersecurity be integrated from the outset of robotic system design—not added 
as an afterthought.22 Only by prioritizing both reliability and survivability can the United States 
maintain its technological edge and ensure that robotic systems remain effective, trusted tools 
on the modern battlefield.

Adversarial Counter-Adaptation
Adversaries are accelerating their development of countermeasures to robotic systems, as 

vividly demonstrated in Ukraine, where Russian EW operations have severely degraded the 
effectiveness of Ukrainian drones. Tactics such as frequency hopping, signal spoofing and GPS 
denial have forced Ukrainian forces into a constant cycle of adaptation, developing increas-
ingly sophisticated anti-jamming solutions. The unfolding contest of measure and counter-
measure reveals the dynamic, rapidly evolving nature of robotic warfare—and underscores the 
necessity for U.S. forces to adopt a proactive, rather than reactive, posture.
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In the Middle East, non-state actors like Hezbollah have weaponized widely available com-
mercial technologies—such as GPS spoofers, signal jammers and low-cost surveillance drones—
to challenge advanced U.S. and allied platforms.23 These asymmetric capabilities demonstrate 
that even rudimentary tools, when employed effectively, can neutralize multimillion-dollar  
systems. The electromagnetic spectrum is becoming a contested domain in its own right, and the 
United States must ensure its robotic platforms can operate effectively within it.

Looking forward, adversaries are poised to field even more sophisticated technologies, 
including AI-enabled EW systems capable of autonomously detecting and exploiting vulner-
abilities, advanced cyber intrusions targeting command-and-control networks, and physical 
defenses such as drone-swarm interceptors, directed-energy weapons and kinetic drone traps. 
The next generation of counter-robotics will dramatically complicate the battlespace, turning 
every deployment into a contest of technical supremacy.

To maintain a strategic edge, the DoW must invest aggressively in next-generation  
counter-countermeasure technologies. These include adaptive cyber defenses, modular and 
upgradable robotic platforms and AI systems capable of real-time detection, evasion and  
counterattack. Crucial to this effort are high-tempo innovation environments like NATO’s 
Robotic Experimentation and Prototyping augmented by Maritime Unmanned Systems 
(REPMUS) and Task Force 59 in U.S. Navy Central Command, which provide live-testing 
grounds for emerging systems and promote allied interoperability.

By anticipating adversarial innovations and embedding resilience into every layer of 
robotic warfare—from code to chassis—the United States can preserve its technological supe-
riority and ensure that its robotic forces remain agile, survivable and strategically decisive in 
the evolving landscape of 21st-century conflict.

Strategic Leadership and Military Preparedness in Robotic Warfare
Effectively managing the risks, operational challenges and ethical complexities of robotic 

warfare requires a new generation of adaptive leadership and a revitalized approach to mili-
tary preparedness. History provides instructive parallels—most notably the Louisiana Maneu-
vers of the early 1940s, which transformed the U.S. Army in anticipation of World War II. 
These exercises emphasized agility, innovation and doctrinal evolution, preparing the force for 
the mechanized realities of modern combat. In a similar spirit, today’s military leaders must 
embrace the demands of the robotic age by rethinking doctrine, overhauling training pipelines 
and cultivating a culture of continuous adaptation. The next section draws on this historical 
precedent to chart a path forward, underscoring the indispensable role of visionary leadership 
in integrating autonomous systems into complex, multi-domain operations. By learning from 
the past, the United States can build a force ready to lead—and win—on the battlefields of 
tomorrow.

Lessons from Historical Leadership Adaptation
The Louisiana Maneuvers of 1940–1941, spanning 3,400 square miles and involving over 

500,000 troops, exposed deep deficiencies in U.S. Army leadership, demonstrating that it was 
unprepared for the demands of mechanized warfare.24 In response, General George C. Marshall 
executed bold personnel changes that reshaped the officer corps—removing stagnant com-
manders and elevating forward-thinking leaders like Eisenhower and Patton. This overhaul 
positioned the Army for success in World War II and underscored a timeless lesson: When the 
character of warfare changes, so too must the character of those who lead it. 
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The maneuvers underscored the premium on adaptability, as commanders grappled with 
coordinating large formations and integrating armor, infantry and air support. Marshall’s “little 
black book” approach—prioritizing merit and operational agility—set a powerful precedent for 
identifying and empowering leaders capable of managing change. In the robotic age, the stakes 
are no less urgent. Officers must now master artificial intelligence, human-machine teaming 
and ethical constraints unique to autonomous warfare. These historical insights underscore the 
enduring value of a culture rooted in innovation and experimentation. The DoW must foster 
similar conditions today, granting junior leaders the freedom to explore and refine robotic tac-
tics without fear of reprisal. By institutionalizing this ethos and promoting leaders who are 
adept at integrating advanced technologies, the U.S. military can ensure it does not face the 
future with outdated frameworks—but rather with the vision, talent and flexibility demanded 
by the robotic age.

Training, Recruitment and Retention Implications
Training for robotic warfare demands a comprehensive transformation—one that elevates 

technical proficiency to stand alongside traditional combat skills. Modern training programs 
must integrate advanced simulations, virtual reality environments and live-fire exercises to cul-
tivate expertise in drone coordination, cybersecurity and human-machine teaming. Ukraine’s 
effective deployment of drone operators underscores the necessity of hybrid capabilities: Per-
sonnel must possess not only digital fluency but also the physical resilience to operate in con-
tested electromagnetic environments near the front lines. Recruitment strategies must also 
evolve. The DoW should target tech-savvy individuals, prioritizing competencies cultivated 
in digital domains—such as gaming, coding or robotics—over outdated physical benchmarks. 
Ukraine’s recognition of drone operators as “more valuable than gold” suggests that success in 
robotic warfare may be more accurately predicted by digital dexterity than by traditional met-
rics. To build a sustainable talent pipeline, the DoW should launch initiatives such as national 
hackathons, STEM education partnerships, sponsored drone racing teams and a world-class 
athlete–style program for elite drone operators. Incentives like flight pay for unmanned opera-
tors would further reinforce the value placed on this critical skillset. Retention is equally vital 
in a competitive talent environment shaped by the civilian tech sector. The DoW must offer 
targeted bonuses for expertise in AI, EW and robotics; establish mentorship programs linking 
digital-native operators with experienced commanders; and create innovation hubs that reward 
experimentation and continuous learning. As the post–Louisiana Maneuvers reforms demon-
strated, valuing both technical and tactical proficiency through merit-based advancement is key 
to building a resilient, future-ready force. By embracing this dual-track approach, the U.S. mil-
itary can attract, train and retain the talent essential for strategic dominance in the robotic age.

Operationalizing Robotification: Strategic and Acquisition Impacts
The DoW currently lacks a consistent distinction between robotic systems and smart muni-

tions—an omission that hampers strategic clarity and acquisition efficiency. Establishing a 
bifurcated framework that differentiates between these two categories is essential. Robotic 
systems—such as reusable drones, unmanned ground vehicles and autonomous maritime plat-
forms—require sustained investment in resilient communications, anti-jamming technolo-
gies and modular architectures to ensure adaptability in contested environments. In contrast, 
smart munitions—like loitering munitions or precision-guided weapons—prioritize cost-ef-
fective production and scalable targeting capabilities. By clearly delineating these roles, the 
DoW can prevent resource misallocation and streamline acquisition pipelines, much like the 
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mechanization principles of the 1930s that unified armored doctrine and catalyzed battlefield 
innovation. Operationalizing robotification also demands doctrinal clarity and adaptive lead-
ership—leaders who, like General Marshall during the Louisiana Maneuvers, can fuse emerg-
ing technologies with evolving joint concepts. The DoW’s $6.9 billion25 increase in robotics 
spending for FY2025 supports key platforms such as the MQ-25 Stingray.26 The DoW plans to 
further increase spending to $13.4 billion in FY2026, with the majority of the funding allocated 
to UAS.27 Yet inconsistent terminology across services continues to undermine interoperability 
and cohesive development. Standardizing definitions and categories will ensure that robotic 
systems are seamlessly integrated across domains—from airstrikes and naval operations to 
electromagnetic spectrum dominance and cyber defense.

Furthermore, acquisition strategies must prioritize resilience against adversarial counter-
measures. With adversaries increasingly deploying sophisticated EW and cyber tools, U.S. sys-
tems must be hardened through investments in secure communications, AI-driven adaptability 
and anti-jamming technologies. Programs like the Army’s Transformation in Contact acknowl-
edge the value of bottom-up experimentation in rapidly evolving threat environments.28 How-
ever, a narrow focus on Ariel systems limits innovation in the land and sea domain. By fostering 
innovation and aligning doctrine with clear acquisition priorities, the DoW can ensure that 
robotification yields genuine strategic flexibility and enduring battlefield advantage.

A Vision of Warfare in the Robotic Age
The robotic age demands a fundamental transformation in military doctrine, strategy and 

culture. Robotics must no longer be viewed as supplemental to multi-domain operations, but as 
a core element that reshapes the character of warfare itself. Historical precedents are instructive: 
Germany’s early embrace of mechanized warfare through blitzkrieg yielded decisive victories, 
while France’s delayed adaptation led to its rapid collapse in 1940. Today, the United States 
faces a parallel inflection point. Adversaries in Ukraine and in the Middle East are already 
employing advanced robotic tactics—Russia with Lancet loitering munitions and EW29 and 
Hezbollah with low-cost commercial jammers.30 If the U.S. military continues to treat robotics 
as enablers rather than central operational actors, it risks suffering a “robotic blitzkrieg.”

Integrating robotics requires a rethinking of tactics, training and organizational design. 
Ukraine’s success with massed drone attacks has shown that inexpensive, autonomous sys-
tems can disrupt larger, better-equipped forces. U.S. efforts like Project Convergence and the 
development of H-MIF demonstrate the promise of human-machine teaming, but they remain 
experimental. These capabilities must be embedded into core planning—much like cyber and 
information operations—if the United States hopes to maintain dominance across air, land, sea, 
space and the electromagnetic spectrum. The lesson from history is clear: Delayed adaptation 
invites defeat.

This transformation must extend beyond platforms and programs to a fundamental shift in 
the American way of war. As military historian Trevor Dupuy argued, shifts in the character of 
warfare require corresponding changes in doctrine and force structure. The robotic age decen-
tralizes decision-making, accelerating operational tempo through autonomous systems capable 
of acting with minimal human oversight. To harness this shift, the U.S. military must move 
beyond human-centric planning to embrace AI-driven tactics such as autonomous swarming, 
dynamic targeting and machine-speed decision cycles.
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Such a transformation requires organizational and cultural change. The traditional Ameri-
can reliance on technological overmatch and massed force must give way to agility, adaptabil-
ity and human-machine synergy. Experiments like H-MIF reveal the need for new command 
hierarchies, training pipelines and operational doctrines tailored to robotic integration. Just as 
General Marshall reshaped the officer corps during the Louisiana Maneuvers, today’s leaders 
must promote a new generation of commanders fluent in autonomous systems, AI ethics and 
multi-domain convergence.

Finally, sustaining this shift requires public trust. Robotics may lower battlefield casual-
ties, but it also risks lowering the threshold for war. Transparent policies, ethical guidelines 
and public engagement are essential to maintaining societal legitimacy. If the U.S. military 
redefines its strategic culture now—placing robotics at the center of its doctrine—it can lead in 
shaping the global security environment rather than reacting to the innovations of others. This 
moment calls for bold leadership, akin to Chaffee’s vision during mechanization, to steer the 
armed forces toward a future where robotic dominance secures American strategic interests and 
ethical integrity alike.

Conclusion: Securing Strategic Dominance in the Robotic Age
Drawing together insights from historical lessons, contemporary case studies and strate-

gic imperatives explored throughout this analysis, the concluding recommendations provide 
clear, actionable guidance tailored to ensure that the United States successfully navigates the 
complexities of the robotic age. The urgency of immediate and deliberate policy implemen-
tation cannot be overstated, as the window of opportunity to establish technological and stra-
tegic dominance is narrowing rapidly. By proactively embracing these recommendations, the 
U.S. military can avoid repeating costly historical errors—such as delayed mechanization 
responses—and instead solidify its position as the preeminent force in robotic warfare, fully 
prepared for the demands and opportunities of future conflicts.

The robotic age demands urgent and transformative action to secure U.S. military domi-
nance in a rapidly evolving global security landscape. The United States must act decisively 
to integrate robotics as a cornerstone of its warfighting strategy, moving beyond incremental 
adoption to a holistic revolution in military affairs. To accomplish this, the DoW must over-
haul its doctrine, leadership, acquisition and ethical frameworks to harness the full potential of 
robotic warfare, ensuring technological and strategic superiority in an era where robotic war-
fare redefines battlefield dynamics.

Integrate Development and Centralize Standards
The current fragmented approach to robotic systems development—where each military 

service pursues its own platforms, priorities and timelines—echoes the doctrinal disunity of the 
early mechanization era. Just as the lack of integration between tanks, infantry and air power 
left nations like France and Poland vulnerable to the coordinated force of Germany’s blitzkrieg, 
today’s disjointed robotic programs threaten to undermine U.S. military effectiveness in a rap-
idly evolving battlespace. Too often, investments focus on counter-robotics to preserve legacy 
concepts rooted in World War II–era warfare, rather than embracing the full potential of robot-
ics as the cornerstone of future combat operations.
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To overcome these systemic inefficiencies and establish true operational coherence, the 
DoW must create a Joint Robotics Agency (JRA) under the Office of the Secretary of War, 
modeled after DARPA. This agency would consolidate the disparate efforts currently housed 
across services and commands—unifying robotic and counter-robotic equities under one strate-
gic umbrella. Rather than reacting to present threats in isolation, the JRA would ensure develop-
ment efforts are forward-looking, targeting capabilities necessary to dominate both the robotic 
battlespace of today and the AI-driven conflicts of tomorrow.

A partial precedent exists in the Joint Counter-Small Unmanned Aircraft Systems Office 
(JCO), which serves as the DoW’s centralized response to the growing threat of small drones. 
However, the JCO’s narrow remit was insufficient in the context of the broader robotic revolu-
tion. The robotic age demands a comprehensive, coordinated approach that includes not only 
defensive measures but also offensive, logistical and autonomous swarm capabilities across all 
domains—land, air, sea, space and cyber. While the military services would retain their Title 
10 responsibilities to man, train and equip the force, the JRA would be tasked with ensuring 
standardized communication protocols and command-and-control architectures to enable 
seamless interoperability. This step is critical to prevent robotic fratricide and to ensure uni-
fied execution in joint and allied operations. Exercises like Project Convergence have already 
highlighted the need for ground robots, drones and naval systems to operate in concert, shar-
ing real-time data and executing synchronized maneuvers. Yet without common standards and 
architectures, such integration will remain slow, costly and prone to failure.

The JRA would also serve as the central node for R&D (research and development) and 
for the acquisition of robotic systems, providing a single authority to drive modularity, open-
source architectures and rapid prototyping across services. It would oversee a balanced invest-
ment strategy that avoids over-prioritizing counter-robotic technologies while neglecting the 
development of offensive and multi-role platforms. In a world where adversaries such as China 
are investing more than $10 billion into integrated AI-driven robotic warfare,31 the United 
States cannot afford to develop robots in silos. A unified approach is the only viable path to out-
pace near-peer competitors who are integrating robotics from factory floor to forward deploy-
ment with deliberate speed.

Centralizing robotic development will also reduce costs, eliminate redundant programs 
and accelerate fielding timelines. The DoW’s planned $1.5 billion investment in autonomous 
systems for FY2025 must be directed through this unified framework to maximize strategic 
return. Furthermore, collaboration with allies—through efforts like NATO’s REPMUS—can 
multiply impact, ensuring U.S.-led interoperability standards shape the global landscape of 
robotic warfare.

In short, without a JRA to centralize development, standardize architectures and drive doc-
trinal and operational integration, the United States risks repeating the fatal errors of past mil-
itary transformations: preparing for yesterday’s war with tomorrow’s tools. Only through bold 
structural reform can the DoW ensure that robotic systems achieve their full potential—not as 
auxiliary support, but as core instruments of 21st-century American military power.
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Redefine Robotics and Smart Munitions 
The DoW currently suffers from conceptual ambiguity in its classification of robotic sys-

tems, relying on imprecise terms such as “unmanned aircraft systems” and “unmanned systems.” 
These legacy definitions blur the lines between fundamentally different capabilities—reusable 
platforms like reconnaissance drones and single-use precision-guided munitions such as cruise 
missiles or loitering munitions. This definitional overlap hinders doctrinal development, com-
plicates acquisition strategy and impairs training and integration across the force. Much like the 
doctrinal confusion during the interwar mechanization era, today’s lack of clarity threatens to 
delay the effective integration of emerging technologies into the American way of war.

To resolve this, the DoW must adopt a bifurcated framework that differentiates between 
robotic systems and smart munitions. Robotic systems are reusable, semi- or fully autonomous 
platforms designed to replace or augment human roles in operational contexts ranging from 
reconnaissance and logistics to precision strike and EW. Smart munitions, by contrast, are  
single-use, effects-based weapons—such as loitering munitions or autonomous cruise mis-
siles—intended to deliver precision impact at scale. Each has distinct requirements, devel-
opmental timelines and operational value. Conflating the two under broad terminology risks 
misalignment of resources and mission focus, weakening overall readiness.

This definitional distinction is not merely semantic—it carries significant operational con-
sequences. Clear terminology ensures doctrinal alignment across services, sharpens the focus 
of training programs and informs acquisition priorities tailored to each system’s specific role. 
The absence of this clarity creates fragmentation and duplication of effort, ultimately ham-
pering joint force cohesion. Moreover, transitioning to the use of “robotic systems” in public 
discourse aligns more closely with modern vernacular, enhancing transparency and compre-
hension for civilian policymakers and the American people.

Standardized language is also essential to support interoperability across the services. A 
shared understanding of operational roles allows robotic platforms in the air, sea, land and 
cyber domains to coordinate effectively and communicate seamlessly. This coherence is pre-
cisely what Chaffee’s mechanization principles achieved for armored warfare in the 1930s, cre-
ating a unified foundation for innovation and strategic planning. Without such common ground, 
the services risk developing disparate robotic systems that cannot operate together, creating 
vulnerabilities that technologically agile adversaries will exploit.

The strategic urgency of this effort cannot be overstated. China’s $10 billion investment in 
military robotics, as reported by SIPRI in 2024, and Russia’s use of AI-enabled systems like 
the Lancet drone in Ukraine, reflect a rapidly evolving threat landscape. These nations are not 
hindered by the same bureaucratic disunity that fragments U.S. development. Their approach 
to robotic warfare is integrated and centrally directed, allowing them to adapt faster and deploy 
with greater cohesion. If the United States fails to adopt a similarly unified approach grounded 
in precise definitions, it risks strategic paralysis and technological overmatch.

The DoW must also codify a clear and comprehensive definition of robotification itself—
the transformation of warfare through the strategic integration of autonomous, adaptable sys-
tems into every aspect of military operations. Establishing this definition is essential to guiding 
doctrinal development, to driving acquisition strategy and to enabling robust experimentation 
across domains. By clearly distinguishing between robotic systems and smart munitions and 
embedding this distinction into policy, doctrine and public discourse, the United States will 
position itself to lead the next era of military innovation. This clarity of vision will ensure that 
American forces remain agile, interoperable and dominant in the robotic age.
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Enhance Leadership and Workforce Capabilities
Leadership development must reflect the urgency and boldness of the Louisiana Maneu-

vers, where General Marshall reshaped the U.S. Army by elevating adaptability and merit over 
seniority in response to the mechanization of warfare. Today’s challenge—integrating robotics 
and AI into the fabric of joint operations—demands no less transformative an approach. Tech-
nological superiority alone is insufficient. Strategic advantage in the robotic age will be secured 
by the military’s ability to cultivate and unleash human talent capable of mastering and lead-
ing complex human-machine teams. To that end, the DoW must accelerate the development 
of leaders competent in both tactical decision-making and digital fluency. This requires rap-
idly expanding training pipelines that integrate traditional military education with immersive 
instruction in coding, cyber operations, drone warfare and AI-enabled platforms. The fusion of 
these competencies will define the next generation of combat leaders, who must be as comfort-
able commanding autonomous systems as they are leading troops in contested environments. 
Recruitment strategies must evolve accordingly, targeting candidates with technical expertise 
drawn from gaming, STEM education and emerging digital ecosystems. The same ingenu-
ity that drives innovation in the civilian tech sector must be harnessed and redirected toward 
national defense. Retention efforts must recognize the competition for talent by offering com-
petitive incentives—specialty pay for drone operators and cyber experts, mentorship networks 
that pair tech-savvy personnel with senior leaders and clearly defined career tracks that reward 
innovation and mission impact.

These reforms are not aspirational—they are operationally imperative. Without them, the 
United States risks ceding the human advantage in a domain where machines may be fast, but 
judgment, adaptability and ethical decision-making remain uniquely human. Cultivating a cul-
ture of innovation is essential. This means more than adopting new tools; it means institution-
alizing a mindset of experimentation, flexibility and calculated risk. The military must create 
space for junior officers, engineers and technologists to test, fail and iterate without bureaucratic 
penalty—mirroring the environment DARPA has long provided for emerging technologies.

Dedicated innovation units, modeled after initiatives like DARPA’s AI Next campaign, can 
catalyze bottom-up solutions and enable rapid prototyping of robotic systems. By empower-
ing the innovators within the ranks, the DoW can ensure its force is not only prepared for the 
robotic age—but positioned to lead it. Success in this era will depend not only on platforms but 
also on the quality of leadership and the cultivation of a dynamic, future-ready force. 

Address the Full Range of Capabilities for Robotic Systems
Modern robotic systems can achieve a range of tactical tasks, creating a clear delineation 

based on task, function and purpose. Robotic systems can be offensive, applying effects on the 
enemy, or defensive, preventing the application of enemy effects on friendly forces. Robotic 
systems can support logistics, where they enable rapid and effective delivery of sustainment 
around the battlefield. Finally, robotics can be designed to counter adversary systems, limiting 
the effectiveness of enemy robotics.

Offensive Robotics. Robotic systems must encompass offensive capabilities designed 
to apply effects across all domains on the battlefield. These include one-way attack 
drones to precision strikes, and intelligence, surveillance and reconnaissance drones 
that impose observation as an effect, per Army doctrine. The use of offensive robot-
ics is currently limited only by our imagination. On the future battlefield, EW drones 
will disrupt enemy communications, while drones can attach themselves to targets 
and enable persistent tracking, enhancing targeting and collection. Investing in diverse 
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offensive systems ensures that the United States can exploit enemy vulnerabilities with 
speed and precision, maintaining a decisive edge. While this type of robotics system 
is the most mature, having been employed by the United States since the 1990s, little 
progress has been made with it outside of the air domain.

Defensive Robotics. On a battlefield inundated with robotics systems, defensive robotic 
systems are pivotal in safeguarding friendly forces, enhancing survivability in high-
threat environments by mitigating risks that traditionally expose soldiers to danger. 
Drones designed to obscure enemy observation, such as those deploying smoke screens 
or electronic decoys, disrupt adversarial reconnaissance. Interceptor drones, capable of 
neutralizing incoming UAVs, provide a dynamic shield against aerial threats, reducing 
reliance on static air defense systems. Forward-deployed drones acting as smart land-
mines, equipped with sensors to detect and engage enemy movements, offer proactive 
defense by creating adaptive, autonomous perimeters. These systems, exemplified by 
the U.S. Army’s experiments in Project Convergence, enable forces to maintain oper-
ational integrity in contested environments, ensuring soldiers are protected while pre-
serving the ability to maneuver and engage effectively.

Logistic Robotics. Logistic robotic systems are critical for sustaining operations, deliv-
ering supplies, rapidly moving robotic systems and ensuring endurance across diverse 
and rugged terrains, thereby reducing the logistical burden on human forces. Autono-
mous casualty evacuation litters, tested in exercises like Project Convergence, enable 
rapid extraction of wounded soldiers from active combat zones, minimizing exposure 
to threats and enhancing medical response times. Quadruped resupply units, such as 
those developed by DARPA, navigate challenging landscapes to deliver ammunition, 
food and medical supplies, maintaining operational tempo in areas inaccessible to tra-
ditional vehicles. AI-enabled vehicles, integrating real-time data to optimize routes and 
avoid threats, further streamline logistics, as demonstrated in Ukraine’s use of drones 
for small-scale resupply under Russian fire. By automating sustainment tasks, logistic 
robotics free human forces to focus on combat operations, ensuring resilience and flex-
ibility in prolonged or high-intensity conflicts.

Counter-Robotics. Counter-robotics is the current focus of militaries across the planet. 
Counter systems include any platform or capability designed to mitigate or defeat the 
enemy’s robotics. Drawing on the World War II lesson that tanks were best countered 
by other tanks, the introduction of hunter-killer robots designed to neutralize enemy 
robotic platforms becomes pivotal to success. These systems actively seek and destroy 
adversarial drones, ground robots or autonomous systems. Counter-robotics leverage 
advanced sensors and AI to detect and engage enemy platforms in real time, miti-
gating threats like FPV drone mass-attacks. The United States must increase invest-
ment in interoperable counter-robotic systems, integrating EW capabilities and kinetic 
interceptors to disrupt adversarial communications and neutralize their robotic assets, 
such as the Army’s Low, Slow, Small UAS Integrated Defeat System. By prioritizing  
counter-robotics, militaries can maintain a technological edge, preventing adver-
saries from exploiting robotic vulnerabilities and ensuring battlefield superiority in 
dynamic, technology-driven conflicts. The comprehensive integration of these capabil-
ities—offensive, defensive, logistic and counter-robotic—positions the United States 
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to dominate all facets of robotic warfare. By developing versatile platforms that can 
adapt to multiple roles, the DoW can ensure flexibility and resilience. This holistic 
strategy prevents overreliance on any single function, enabling the United States to 
counter adversaries’ advancements and to maintain battlefield superiority.

Failure to address this full spectrum risks ceding strategic advantages to competitors like 
China. The DoW must allocate resources equitably across these categories, prioritizing interop-
erable systems that enhance multi-domain operations—moving beyond merely focusing on 
countering enemy robotics. By learning from Ukraine’s low-cost mass approach and Israel’s 
precision focus, the United States can craft a balanced robotic force capable of meeting diverse 
threats, ensuring long-term dominance in the robotic age.

Strategic Imperative for Immediate Action
It is not possible to counter your way out of this change. Robotic systems are a fixture of the 

modern and future battlefield. A focus on countering robotic systems is based on a false assump-
tion that, by countering sufficient robotic systems well enough, it is possible to conduct the 
maneuver warfare of the past. Robotic systems are not IEDs, and they are not an IAMD (inte-
grated air and missile defense) threat; they are a new dimension of war, and failure to accept this 
change will lead to significant cost in blood and treasure. 

This article has outlined the transformative potential of robotification, drawing parallels 
with Chaffee’s mechanization principles and Dupuy’s time frames, and analyzing its current 
state, benefits, risks and strategic imperatives. From Ukraine’s low-cost drone mass-attacks to 
China’s AI-driven platforms, global developments underscore the urgency of integrating robot-
ics into U.S. military strategy. The recommendations of enhancing leadership, addressing all 
robotic capabilities, centralizing development and strengthening resilience provide a road map 
for leading the robotic age, ensuring that the United States maintains battlefield dominance in a 
technology-driven era. In his 1931 treatise “Mechanization in the Army,” Major General Adna 
R. Chaffee Jr. issued a stark warning: “The main point is that we as soldiers must recognize the 
tremendous strides which our automotive industry has made since the last war. If we neglect to 
study every possible usage of this asset in our next war we should not only be stupid, we should 
be incompetent.”32 Nearly a century later, his words burn with renewed urgency. The relentless 
march of robotics—drones swarming skies, autonomous tanks prowling battlefields, AI systems 
orchestrating strike and defense alike—demands not caution, but command. If the DoW fails to 
understand, adapt and lead in this next great transformation of warfare, we will not merely risk 
irrelevance; we will be derelict. And the cost of that dereliction will be paid in blood and trea-
sure by the future generations who expected better from us.
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